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DIGITAL FORENSICS

fafia @ 39 [T 9 : 60
Time allowed : 3 Hours] : [Maximum Marks : 60
e (i) YA-EAATIRAG AT/

Note : There are three sections A, B and C in the paper.

(i) S T g7 aea 1 % g 10 9 % IR T | I W T 3 H & T
T 10 977 TGI8 JHR & To71 & 8 | |

Answer all the 10 parts of the question No. 1 in section A. Each part carries
one mark and all 10 parts have objective type questions.

(iii) 7T W F 8 T 7 8 gl 6 3l & IR T | I T 3 3 HT & T
39T 5 I15/50 1G] 7 IR 1979 [

Answer any 6 questions out of the 8 questions in section B. Each question
carries 3 marks and to be answered within 5 lines/50 words.

(iv) Q7T @ 6 T 4 @ feeT 4 T % IR Y | T T 8 3% HI 8 T
§77 15 T57/150 9151 7 IR GI7T [

Answer any 4 questions out of the 6 questions in section C. Each question
carries 8 marks and to be answered within 15 lines/I150 words.

(v)  TF QI & GH1 T B FHTR T 1 5T o |
Solve all the questions of a section consecutively together.
i) @ aTaTaT 7 3R g 1 R 3 S SgaE # A E |

Only English version is valid in case of difference in both the languages.

Y — T
SECTION - A
1. (@) fefea wifes?
() Tefrest gou i mom
(b) Tefieer 38t o heat e
(¢) Tefee feama @ Serl 1 @it
(d) SR Y HIE TE

| 'V'_t

(1 0f4) P.T.O.
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(ii)

(iii)

(iv)

V)

(vi)

(2 of 4)

Digital Forensics is

1296

B T T 9 geha

(@) Calculating digital values

(b) Capturing digital images

(c)  Discovering information from digital device
(d) None of the above

ST S WA § & 91 TET K Gk 7

(@ ¥ NEE wEa T S gHT  (b)

(©) T Fort & o wea (d)

By using e-mail, what we cannot do ?

(a) wecan’t send pdf files (b)
(c) wecan’t send images (d)
ST TEE) S o1 widwhe @

(@) Ctrl+H (b)
() Ctl+C (d)
Shortcut to check Internet history is

(@) Ctrl+H (b
¢y Ctrl+C (d)
SIM %1 e BiH 8

(a) a‘rﬁasswﬁgrrsﬁtr (b)
(c) W38 ST ANfeay (d)
Full form of SIM is

(a) Sonic Infrared Machine (b)
(¢) Sound Induced Magnetics (d)
STCE 1 39T TR St @

(2) @A et o fag (b)
() EEgAEEARI G H T  (d)
GPS is used for

(a) to determine location (b)
(¢) to find lost mobile (d)

EIESE TR R
(a) IS 1 3T Hd g TR

(b) STTIE e e A3 w1 fewer

(c) H faam
(d) aNTSTer 1 TR

Cloud computing is
(a) processing using water

eH .exe‘ﬂéﬁq’éﬁ‘l}ﬁfm

we can’t send messages
we can’t send .exe files

Cul+ A
Ctrl+V

Ctrl + A

Cul+V

TSHhIZ HAZSCS! Higqel
T 3ge Afefem

Subscriber Identity Module
Sub Input Medicine

it ST o for
ERIET K=t

to play music
All of the above

(b) delivery of computing services on internet

(¢) delivery of food
(d) processing of rain water
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(3 of4)
(vii) SaaS I Gl HIH &
(a) TR TH T Efag (b) TFE TH T HRH
(c) @ifeaer wd T i (d) TTFeRR T T RAResH
Full form of SaaS is
(a) Software as a Service (b) Software as a Solution
(c) Software as a Security (d) Software as a Simulation

(viii) e & & Fordl wrgert araarer <Y Aot 7 e S 2

(a) BT (b) T

(c) Twfm (d) 3ulEd at
Which of the following will be considered as cyber crime ?
(a) Hacking (b) Spoofing

(¢) Phishing (d) All of the above

(ix) I ST IURART fehaT STert &

x)

(a) SAFTE IR STel Td == i o fe1g
(b)  FATTCATS T 3 feTg

(c) 3Hiems foret ST st o fog

(d) 3T | T HIg TE

Blog is used for
(a) Online Posting and discussion (b) Online shopping
(¢) Online Bill Depositing (d) None of the above
AN T s g ?
(@) T (o) fam
(c) I® (d) S Tt
Which of the following is a search engine ?
(a) google (b) Dbing
(¢) yahoo (d) All of the above

Qe — ot

SECTION - B

2. HTEER U 6 ST b TR STy el uie Suehn i gt 7 |

List any five equipments which are required while investigating a cyber crime.

3. e Tget Ul TTe HfeH 1 T 8 S TehdT B ¢ HHES |

How a cyber criminal can use social media ? Explain.

4. e 3R AARIT o wTEeR STl i gerer H S Heg FEHd 8 ?

How chat and messaging logs can help in solving cyber crimes ?

5. M whicT el ToRaT ST @ 7 WHSTST |
Explain, how a phone call is made.
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6. “THHT UH U ¥ 9 R T IS 8 ?

What do you understand by “Platform as a Service” ? 3)

7. TEIA A 3TN TETE ¢ S ST R |

Explain presenting and testifying. (&)

8. Tefrea wRites o e 4 fu e = 8 ?

What is report writing in context of Digital Forensics ? €))

9. Eifirret sSiifaafon wRfYes &t s = |

Explain social engineering forensics. 3
YoM —Ht
SECTION-C
10. fefoest wifees o wgm sk gfi @ & 2
What are the trends and challenges in Digital Forensics ? 8)

11. e e = g 7 avfa ol fo $-Tiet <l BRiYE & 1iies o 9 forg TR ST i 2 |

What is Internet History ? Describe how email examination is performed, in context of
forensics. )

12. fefSes oa v Sifw <t wfsean = av=msy |

Explain the process of digital cell phone investigation. ®8)

13. “diweaRR wE U Hied” € 319 I 999 & ? 9uansd |

What do you understand by “Software as a Service” ? Explain. 8)

14, Tefreet witftres o Rl o1 1 wewl @ 7 Uk e e Tudd g amerred |

What is the importance of reports in Digital Forensics ? Explain with the help of one
detailed sample report. 3)

15. TH-BRiY®s 718 ? WI-BRIYH 6l LN i 0 & |

What is Anti-Forensics ? Describe concepts of Anti-Forensics. ®)



