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INFORMATION SECURITY

i aug : 3 w9 [ATrehaw 37 : 60
Time allowed : 3 Hours] [Maximum Marks : 60
A () FH-EAATIFAY Hog s/
Note : There are three sections A, B and C in the paper.
(i) QFH TH 397 G&I7 1 & T4 10 977 & FTR T | T 9T @ 37 51 & TF
Y1 10 977 FGIHE FHR & Fo71 & & |

Answer all the 10 parts of the question No. 1 in section A. Each part carries
one mark and all 10 parts have objective type questions.

(iii) GFH & F 8 I991 7 8 181 6 Fo & I v | §ei% F97 3 37% 7 8 T
57T 5 SIIET/50 FIegl 7 o e |

Answer any 6 questions out of the 8 questions in section B. Each question
carries 3 marks and to be answered within § lines/50 words.

(iv) QT & 6 F99 7 @ 58l 4 o791 & IR AT | IAF F97 8 3% H1 8 Ta

577 15 &39/150 9162 H 3o o |
Answer any 4 questions out of the 6 questions in section C. Each question
carries 8 marks and to be answered within 15 lines/150 words.

(v) ¥cd% GFH F G Fo] B FHIR TF T 5T Bilord |

Solve all the questions of a section consecutively together.
(vi) g1 YTSTHT 4 3= 517 BT it 7 3 srgare & a8 1

Only English version is valid in case of difference in both the languages. |

A/~ T
SECTION - A
1. (i) <o Sucisudr fored Gafta @ 2
(a) STvETEA TR fheRTaNE? |
(b) A 1 T T 221 37 Al a6 i & Hifa @ = 3ueht smevaar 2 |
T 3 SEeh! STTEIvIeRal gt |
(c) T 1 & o S21 wdie W wkwe B |
(d) 3TYETHA 1 T fo 221 37 AN bl ey g T suehl STaveRar @ | W 3%
"";_ig 3Eh! vl B |

(1 of 8) P.T.O.
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What does availability of data refer to ?

(a)
(b)

(©)
(d)

The level of assurance that data exists.

The level of assurance that data will be restricted to people who need it, when
they need it.

The level of assurance that data will be accurate & trustworthy.

The level of assurance that data will be available to people who need it, when

they need it.

(i) HiATET TrErE &% w9 3 off S T R |

(iii)

(a) A-gfeav, s, Himefere
(b) el AR, Hpeiufad

(c) 3Ircifeferd, $RE, A-giedwm

(d) srtufeefadt, sf, simsmifed
CIA traid is also known as

(a) Non-repudiation, Integrity, Confidentiality
(b) Availability, Integrity, Confidentiality
(¢) Auvailability, Integrity, Non-repudiation
(d) Authenticity, Integrity, Confidentiality
WCAANIAFRI B Ehare |

(@) STFTH

(b) SAfEATA

(c) ATHiEwH

(d) w=&gH

Threat can be either ‘Intentional” or

(a) Natural

(b) Individual

(c) Accidental

(d) Capable



CB/CI3002 (30f8) 1297

(iv) Frfafeas § & 9 @1 sd w difed i Setie T g Tfafafy @ gEd 2,
i B e STl T e 2, S e SR e 7
() HeTd (b) TR
(c) TSAW (d) I aft
Which of the following usually observe each activity on the internet of the victim,
gather all information in the background, and send it to someone else ?
(a) Malware (b) Spyware
(¢) Adware (d) All of the above
(v) et it afsrmd gear vomeft 3t gefta gemet w FRE fowmiia e o e
AnTe 3 fegm gt £ | Hifeai & o freffaa s d s e adi 8 7
() et 3= @i e
(b) o T TS & HIARE I hI Ffeifred et £ |
(c) TS 3 fawmm % Hfiat weyY! ufEdHl @i g & o fifedi @i s & &
SRS 2 |
(d) I aft

Policies and procedures reflect management guidance and direction in developing
controls over information systems and related resources. Which of the following is
correct for policies ?

(a) Policies are high level document.

(b) They represent the corporate philosophy of an organization.

(¢) Policies need to be updated to reflect significant changes within the
organization or department.

(d) All of the above
(vi) Tepelt e o e e Yo ueh ol ged Heeaqel e 8
(a) e Hfc i fawrfeer 3 Frme |
(b) ETE % Wi LT SAREehaT i gTa T |
(c) gam fiferant < ford wiskanatt <t wemo |
(d) itferes 3 arfhes 31 freron w1 wemee T |

The most important responsibility of an information security manager in an
organization is

(a) Recommending and monitoring security policies.

(b) Promoting security awareness within the organization.

(c) Establishing procedures for security policies.

(d) Administering physical and logical access control.
P.T.O.
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(vii) SRRETE T8 7

(a) Toh ST T U TEeRH % fol 3ugin fopar S R |

(b) AT STHY HTE R HH o fo1d T2 forar wimar 2 |

(c) euh HovH Heldt % ford ITINT fopar ST 2 |

(d) ETERR I7 WG A IUFNTEH o FHRE AN Sl et & g 3R |
What are firewall ?

(a) Used for address translation in the network layer.

(b) Used to store the Network interface card.

(¢) Used for network congestion control.

(d) Hardware or software that sits between user is computer and an external
computer.

(viii) F.dt @, @ % w9 ° fére fopam T R |

(ix)

(a) Torgare yrgae Heash

(b) s S Yo
(c) T WIEE Feah

(d) T3 TeIHIe Feafeh
VPN is abbreviatedas
(a) Visual Private Network
(b) Virtual Protocol Network

(¢) Virtual Private Network
(d) Virtual Protocol Networking

T SHE W1 o1 Ug I s 9 3 faadia 1 aitafda 0 & ol swm 6t .
areft wferan 2
(a) Tore foverwor (b) SN EH
(c) Teod geitfafan (d) FremmH

is the process or mechanism used for converting plain-text into garbled non
Human readable text & vice versa.
{a) Malware analysis {b) Exploit writing

(c) Reverse engineering (d) Cryptography
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(x) @%mﬁ,ﬁﬁmm%mﬁmw%,mn@waﬁﬁmﬁ

RIEEIRCICED FEI Y AFT AL |
(a) Tt Tt (b) Tefopom
(c) Tead gShiffaT (d) TERmE

The method of reverting the encrypted text which is known as cipher text to its

original form i.e. plain text isknownas __

(a) Crypto analysis (b) Decryption
(¢) Reverse Engineering (d) Encryption (1x10)
YagA — =
SECTION -B

2. dhamsu frg w1 i w0t 3 Rl e i frgial 1 ST R STt @ 2 9eis g
wed F uftTia st o Sae! 39T g e § R S g |
What three principles are used to define the C.LA. triangle ? Define each in the context

in which it is used in information security. 3)

3. THSUEHI % ST RTE ?
What are the 5 phases of SDLC ? A3)

4. TR ! i i | |
Define Malware. 3)

5. TUTESE Sl givariyg HIRE |
Define spyware. 3)

6. G TSI S H I TG 7

What are the objectives of planning for security ? 3)

7. YOG A RIS ?
What is an Information Security Policy ? 3)
P.T.O.
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8.

10.

11.

12.

13.

14.

fsfireet awamer =1 uforfya i |

Define Digital Signature.

e 9 HiaEe O = T g ?

What is the relationship between VPN and firewall ?

YR — ot
SECTION - C
TSI ST 37T 36 B0l o = i |

Explain social engineering and its attacks ?

AT GRET I TRATYA L 3TN AT GUa TTeh! oh S e |

Define information security and explain information security components.

FeTh e o ST |

Explain Network threats.

SR it et @ 2 7 spiifem Rt Res # sy |

What is information security planning ? Explain information security standard.

foredl Q=1 T -

() o FR T URrEE

(i) T o o fefsrmm
(i) fefores aféftrare
Explain any two :

(i)  Plain text & encryption

(i1) Cipher text & decryption
(iii) Digital certificate
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15. fordi Gt i mgrred -
(i) widieE
(i) &heE
(iii) e ¥ yomredt
Explain any two : 8)
(1) Honey Pots

(1)) Honey Nets
(iii) Padded cell system
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