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1NTRODUCT10N TO NETWORK SECURITY AND
CRYPTOGRAPHY

舗漏 輛 i tn7動
Tillle a1lowcd:Three Hoursi

tsfrmcai6, 70

lMariEum Mrrks : 70

耗 =  の メ“″″“
3活嵩ぽa'汚 ,Ptttrrtおυ嗽ィ凋裁′

N畿=    ,あ ′あ″P`ο ′おω″ "お
οり aりνar αッ FOυR″″θs′わおル ″

`″

′″″α″′″g

rl″  ― タギィ翔
―

イ
"…

綱 ′

あん′α″四 tsグα夕
"es′
わ′
“
おθ
"″
7t"gα″́r

rり 巌 卿 静

'FP棘
柳ジ ′

rリ ガ繭 督辮〔お
'/論
,ヵ_計輌ぎ′

0″ EZg7'S力 ″rsb″ jsッ″″
"ε“
θ oFd酔″″

“
訪bοルあο″″g“●gθs

l(1)薇 舗スlu■l野
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(a) 櫛 ―赫 鯨      (b)哺命-3て下合
'弔

ついR

(C)同―J商裔濃 腋   ③ 亀―。面湘濃鯨
Cacw ciphcris an cxalnple of

(al P01y‐ alphabcdc Ciphcr  (b)MOnO― alphabc● c Cipllcr

(C)Muld‐Jphabett Ciphcr  o Braphabcdc ciphcr

(2)… 司蒻輛諭 qlG[ミ

(al 
…

飾
'33-可

ЧG[で口合｀ミR

。)哺 薫n希欽
(c)れ てヽ マ市0｀ RK

(dl やヽ啜子合ヽRR
c●panalysis is used_

lal tO nnd Юmcinsccunty in a c″脚 g4aphlC SChcmc

O)10 mCrcatc thc Specd

(C) tO Cnc,pt thc data

ldl tO makc new ciphes
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(3) +{ -€$1 3ir6{q }.re i r6d} fi cl**r
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The process oftransforming plain text into unreadable text

(a) Encryption (b) DecryPtion

(a) qBqrc
(c) +.{*g{c{r

O) frBqr
(d) qfi fuqr{r

(b) 3{ccfud-li*
(d) c (a) 3+{qlE (b)

(b) きa tmg3訂

0い さま 尋

O) qrffi6:i*
(d) cr (a) d{ { E (b)

(b) qr+qf{6:id

(d) c (a) *{Ta (b)

(b)  PubliC Kcy

(d) Ncithcr(a)nOr(b)

(c)Nctwork Secun●      
“

) Inf01・ .latlon Hiding

(4)   5。 9[葡輸 ゴ罰甲 Щこさ舗 R｀民て司漏 intl
fい嘔て                   (b) 撤

ま爺            (d)3a市 書゙ ギ涎で
is a ntllnbcr or a sct Ofnumbcrs on which the ciphcr opcFatCS

Ciphcr           lb)SCCrct
Kcy              (d) Nonc ofthc abovc
は
',事
む討 葡3輛Ⅲ 象 朧 舗 国 諭 輛 ミl

(→

(C)

Thc

(a)

lC)

(5)

In a(n)_CiphCr,thc salllC kCy is used by both thc scndcr alld rccclVCr

(al Symmctic kcy      (b) Asymmct五 c key

(C) CithCr(a)。 F(bl       (d) Ncitllcr(→
nOr(b)

(6)｀爺強熟|゛奇■t斯ぶ節可衡研。■ミ?

(a)  1訂¬百`同―コ
(c)可 命 (a)可 lb)

(al さ]諭赫

(C)   m

G) fi-S:i*
(c) qI A (a) sr (b)

0師 コ
(c)可 命(al可 o)

(→ PnVatc Key

(c)Eithcr(al or O)

Ъヽich ofthc fol10whg is not a p五 nciplc oFdata scc血 ty?

(→  Data Confldentlaliり     0) Data lntCgrl●

①翻m_コ 1,結  討可1群黛ぎ“

In an asymmoaic-key, the sender uses the Kcy

In an asymmetric-key, the receiver uses the 
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(e) fffifudtidq€rEwrq+ftBqErdrt ?
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VVhich ofthc fonoⅥ ing attacks is a passivc auack?

(a) Masquerade attack (b) Modifrcation of message

t"l uqcis (trmr

(c) tqrtr+*r<

(a) rlqSq6l

(c) cclsft.r{ul

諭 可ぃolミ |

(al 面れ 轟

(c)… 赫

1"; 'ffi*r
(c) 9cluft6(ul

O conndcntiality
●) Authcndcation

(bl einordsiq{
(d) ?fo6 fd{isul

(b)  
…
(d)3由市,0■ヽ■ぎ

o)蘇和繭
(d)3a市 ,含 .x■ぎ

(b)  3●コマて「

(d)ぃきぃ
'゛

■N■

(b) Inte興
"(d)  Nonc oftllc abovc

(10) Ml轟籍鶴.マ嘉‰窯熟電鴨編櫛き
(al ill永耐 赫 蒻命n― o[ョ 1■0き tR蒻命嘔尋奇 Rヽmミ Hq哭

(b)癖和奇留卜を¬論 ヽ飲 き

…

調雨 фull
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0)照漁う漏計さ¬ぼ 赫 可響・ [奇面満afm■●:さ |

WЪich oftllc follo■・mg optlons∞ rrcctly dcflncs thc Bmc Force att2ack?

(al Bmally forcing thc uscr to sharc tlle uscil infornlation likc pins and
passwords

O) T,ing CVCw pOsiblc key to dccryptthc mesygc

lC) OnC Cntiけ prctCndsto bc mmc oulcr cniり

(cly The mes‐gc or lllfonnation is modincd beForc scnding it to thc rcceivcr

巾     葡 薇 ミ` N漁 ず織熟 やヽ。ミ儲赫 輛 鋼 inさ■ ,
轟 ゛調 Ⅲ 5させ莉 oさ |

(11)

Message means that the receiver is ensued that message is coming from

the intended sender, not an impostor.
(a) Confidentiality (b) IlltCgi,
(c) Authentication (d) None ofthe above 

-
(12) sq 

- 

or sq*q ffi <srlc qr {e{r ff 3lti5dr 6} 6{A {qt + fdq

A(n) 

- 

can be used to preserve the integity of a document or message'

(a) Message Digest (b) Message Summary

●)Enc,ptcd MCSsagc   (4)None oftt above
(13)赫     可響fi｀飾弔象や飾駅釉命雨奇い日輪 き|

Message means that the sender and the rcc€iver expect pdvacy'
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(14)鋪うさ希 wで5やい釧“
ヽ慟輌さ|

(a) ai&
(c) fu5fi6

(b) +7
(d) 3ctms$

⑮ 累淵 霧 鍮 mさ 命〒金 絲 ‐・ lmさ爺 赫 い
゛

舗 漏 可фttκヽヽ 四 う鮨認嗽dlミ 1

Which ofthe following is an anti-virus program ?

(→  Norton (b) K7

(a) (8-erqw G) sffi

(O Spam (b) C00kiCS

(a) ir+{dl (b) `Ч u ttql
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tal軸        0)…
(c)―               (dl 

…lt a1lows a visitCd WCbSitC tO storc itS Oヽ vn inforlnaton about a uscr on thC uscr's

∞ mputcr

°潤W耗葡赫 諭爾ミ?(C)MalWarc
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cm ls mt aCCCSsiblC

,

(al COnfldentiality
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(d)― 希て論導田赫

A ircwall mtt bc lmplCmcllted in

(al Routcs wiCh Connect lntancttO Intcmct

(b)BndgCS uscd h an lntranct

(c)Expcnsivc Modcm
(d) USCr's applicatlon pro螂

(b)Avallab■,
(d) AutllentlcatiOn
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(19) PCP 6)

(5 ofめ
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(→  POW輌 l Good PHvacy   (b) PrOtOC01 G市 ing Pivacy

(C) Pretty Good PrKltoo01    (d) Prc,y Good PHvacy
PGP is abb"viatcd as_
(al POWCrm cOod Prlvacy  (b)PrOtOCOI Ci●

ng P●Vacy

9。 絶颯窯熙判辮鴇Ⅲ絆瑞鼎路T'Vacy

8:::鶴。輛恭漏 獄淵馳
Which ofthc ronowlng iS nOt a scCurcd mall taltsfcmng mcthOdology?

(a) POP3
(C)Mall using PCP

(21) ssLS@6ct
1ay errdrm ekvmfu+-m

icl wrftr*-ma1<,ic+mt

(22)

(23)

(a)

(b)

(C)

(b) SSMTP
(d)yMIME

Щ劉市
=1(b) 3r{i5dt S{ +{-!-qlrdi
(d) liTft{dl sk3itisdr

SSL prlmanly focuscs on_
O intC」けand auttndciり   (b) illtCgnw alld non‐ repudiaton

O audlCmF器撃蝋R』ぱ 紫壕鵠珈 、
Cal  IPSCC      (b) H rrPs     (c) SMTP       (d) S/MIh4E

is uscd for cncOTung data at nc“ ork lりer

鰤  0撃 ∬ 赫 瀾 騨 TP 
° S/MIME
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ing Extenslons

iling ExtcllS10ns

Extcnslons

il Extensions
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WЪich Ofthe statemclltS arc nottrue to
‐tratFlc

l rcmotc acccss cOnnCCtlon

and malwares

ellding and recciving data pnvatcly  PT。
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赫 ,m い0口 :01ミ 1

(→ 可 ヨ■■鞭
●)a頑■燎
In tlnnel nlodc,IPscc protccts thc

(→  Entrc IP packet
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(6 of8)
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lb)覇 哺漱
oЛ 面 漱

0)IP hCadcr

軋鼎」絲 it

o) <IqI€srEqcl
(d) eiazlffiql
resource rmavailable to its intended us€rs is

(25)留h●ホ3は5Ⅲ輔溝
“
百澪さ奇 Hl“ 繭゙さ
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…
     (b)3T―    (C)な―

'榊
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tcchniquc whiCh■ alidatcs

単N糧鵠、納、時

o SSLb“ PO¨1 0を
1ぶh留オmmttmandtrallsたr ofC2n dlc tlppcr laycr oF SSL,a protocc

CnC朝¨On kcys,callcd thc____

(a) SSL Halldshakc Protot・●1 (b)SSL Authentication ProtoCOl

oD鴇漱ざT網罠鵠轟鵠鶏熙柔t絆為赫蔽薇
(IETF)ζ面も硬■f繊畿 命お撫 瓢 即面崚    ミ l

(al IPSec    (b)漏        (0 赫         (d) 
…

・
C― iS a collection of protocolS designed by lntcnlct Englncemg TaSk

Fclrcc(IETF)to prO宙de ttuntv for a packct atthe nCtWOrk t“1

(al IPSCC     O)Nctscc    (C) PaC晦       (d) PrOt¨ l"c

98)こ→蒻ミ i IP“c   ns悧 颯oミ |

(al e■ 河
…
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All attcntpt to makc a computer
callcd

(al dCrua1 0fscnicc attack
←)WO・ШS atack
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Virus attack
botnet process
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2. ffq 61wsr{q i

Explain the following :

(i) fs+n6
CryPtograPhY

(iD SBqr *{Ef*qc
Encrlption and Decrlptio[

(iii) rhr+{dl A .rqqr(un

Concept of confi dentiality

(iv) i5qx g{qTr ff 3rHwfdl
Need of computer securitY

(v) fiElgsr$S(S-Sff)
Pretty Good Privacy (PGP)

(70f8)
1018

(2x5)

(5+5)

(5+5)

6+5)

(5+5)

3 6)や 彎ぃもmヽ― う悧lull平べ 1

Explaln thC pinciplCS Of COmputCr Sccunり

。DR伽 命 係 薇 哺 き稿 市 漁 鰤改 |

Write doWn tllC flvc difFercllcCS bC●
vcen aCtVC and paSSiVC attackS

4()R紳 前 即 啜 い う 即師 RI

(D 諏翁可引:さ ?輌詢 囀Hヨ 囁ヽ 1

What is COrlklcs?Explaln working ofit

s(0 尋 ほ 食隠 n`。 で゙ :ヽ 。日悧 1憫 1イ漁 RI

Explaln playfalr ciphcr With CxattplC

llly前賄 封 跡詢綸諭
悧[憫 l謝ミ |

Explan synlmeしにkey C,ptOgraphb

6  (1) TCPIIP nffヽョ爺 う o・lョ i。、
1

Explaln VanouS taycrs ofTCP/1P

●ぅ 鰤 ぎ 杞 れ R(SSL)n鮒 1儡 :嬌満 ヽ 1

Explaln SCCurc SOCkct Lalcr(SSL)

7 (i) ~で 町ミ?― ｀""К
q。
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1

unlat is ircWall?Explaln thC W,S Of flrc■
alls

O癖 引 シ ncFTm｀ 平 赫 n淵 ボ

I雌
“
"w¨ 1留

)

matis an inuloll?Explaln maJor



cs3os/IT3ot (8 ofE) lol8

s. (D PEM (vEtS q{6r{s ta) *'rd d qrsrEq t

Explain fie steps of PEM (Privacy Enhanced Mail)'

(iD <i6 si <lc ftr{ * crgr{s I T{+ qq 3i6d 41 ftfus I

Explain Block and Stream Cipher. Write down the differences between them (5+5)

s. ftq q{ {kE ftqFEi f6fus ,

write short notes on the following :

(D €er€cq+zH;6rN)
virtual Private Network (vPN)

0D dt{ri-q-6

Message Digest

(iiD tfu.d ERrs{

Digital Signature (l+,1+3)
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