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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY

fratha ww ; 7 ) (iftraam 3 : 70
Time allowed : Three Hours]| [Maximum Marks : 70
Pe: () FATTEH AT 8, 994 @ [T IR F IH G |
Note : Question No. 1 is compulsory, answer any FOUR questions from the remaining.
(ii)  §AF T¥ & Gt 9T &) FHAR 0 GTY & Hilord |
Solve all parts of a question consecutively together.
(ii) I F97 H 73 98 8 IR Hifrd |
Start each question on fresh page.
(iv) @ ST § 3 817 1 Rt 7 3 33 & 8 |

Only English version is valid in case of difference in both the languages.

Lo (1) Her faw sae v I 2
(a) dieh-3TehTafesh HHt (b) W — et
(c) Tedl-chTatesh s @ fg-sowmafes fam
Caesar cipher is an example of
(a) Poly-alphabetic Cipher (b) Mono-alphabetic Cipher
(c) Multi-alphabetic Cipher (d) Bi-alphabetic Cipher
) fremfatag % 3yam s 2
(a) Trnnfes whin 1 %3 3w i 9a1 o & fag
(b) e wEH & ferg
() AU FHF oY
(d) 3 fawsaE & feg
Cryptanalysis is used
(a) to find some insecurity in a cryptographic scheme.
(b) to increase the speed.

(c) to encrypt the data.
(d) to make new ciphers.
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(3) @ THL B HuHr I 1 Seed & Wil
(a) U=pEH (b) feforem
(c) eaeh g (d) g feam
The process of transforming plain text into unreadable text
(a) Encryption (b) Decryption
(c) Network Security (d) Information Hiding
(4) @é@lmd@rﬁm@w%ﬁmmmm@m%l
(a) fowt (b) ke
(c) FHei (d) T H F HIS T
The is a number or a set of numbers on which the cipher operates.
(a) Cipher (b) Secret
() Key (d) None of the above
(5) Wﬁ,@ﬁgﬁﬁmmﬁwaﬂtﬁtﬂmﬁmﬁmm%t
(a) TEfEE-FHl (b) WAl
(c) Jnal(a)dl(b) (d) ¥ (a) IATE (b)
In a(n) cipher, the same key is used by both the sender and receiver.
(a) Symmetric key (b) Asymmetric key
(¢) either (a) or (b) (d) Neither (a) nor (b)
(6) freffiga § @ 1 3o gen & fagra T 2 7
(a) =& 6 e (b) B Gl
(c) smTfiEHT (d) THABE
Which of the following is not a principle of data security ?
(a) Data Confidentiality (b) Data Integrity
(¢) Authentication (d) None of the above
(7) oremfa-gof §, Jeh el o1 ITAT HAT 2 |
@ Frftash (b) S F
(c) T (a) A (b) (d) 1 (a) AT (b)
In an asymmetric-key, the sender uses the Key.
(a) Private Key (b) Public Key
(¢) Either (a) or (b) (d) Neither (a) nor (b)
(8) T rEATAa-Holl 4, frfiat 3fl o1 STE HAE |
(@) sl sf (b) e ol
(c) ATl (a) 7 (b) () (@) IATH (b)
In an asymmetric-key, the receiver uses the key.
(a) Private Key (b) Public Key

(c) Either (a) or (b) (d) Neither (a) nor (b)
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9) SRR o & @4 @1 g9e w Ffera aaen 2 2

(a) BIHAY EHAI (b) e o HIEA

(c) [ FHR (d) 2fp vy

Which of the following attacks is a passive attack ?

(a) Masquerade attack (b) Modification of message
(¢) Denial of service (d) Traffic analysis

(10) frfriaa § & B T T 3¢ 96 g9 1 G g1 4 TRIYd ST & 7
(a) R 3N TrEeE 35 ST TSI TE HE F T I@Thdl B A d W
ST |
(b) Hew =i fefre e & fore &t yufer Sl e |
(c) U 3HE FS 3= IHIE &M 1 femmar Fdl 2 |
(d) freftat 1 Yo & TR TN A1 g1 I G foban S 2 |

Which of the following options correctly defines the Brute Force attack ?

(a) Brutally forcing the user to share the useful information like pins and
passwords.

(b) Trying every possible key to decrypt the message.

(c) One entity pretends to be some other entity.

(d) The message or information is modified before sending it to the receiver.

(11) Hew &1 a1 2 T Areftar gfafvaa = 2 fo wew foredt o v @ 7,
s sFpa s ad @ |
(a) A (b) 3@l
(c) wmmfisRt (d) 39 A & HE TE
Message means that the receiver is ensured that message is coming from
the intended sender, not an impostor.
(a) Confidentiality (b) Integrity
(c) Authentication (d) None of the above
(12) T FT ST FRdl e I1 T H) @Sl Bl 9 TWH & (oY
fea s gwaT ? |
(a) oW SFHL (b) Hew AW
(c) UufeFesaew (d) I9UE H B B TR
A(n) can be used to preserve the integrity of a document or message.
(a) Message Digest (b) Message Summary
(¢) Encrypted Message (d) None of the above
(13) G 1 379 2 5 Swep 3k feeftar oiaan i ST FE 2 |
(a) TIORIET (b) @Sl
(c) SmTuftRTor (d) I9E HH B TG
Message means that the sender and the receiver expect privacy.
(a) Confidentiality (b) Integrity
(c) Authentication (d) None of the above

P.T.O.
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(14)

(15)

(16)

)

(18)

e 3 A B 91 U T -qrEE T 2 |

(a) A (b) %7

(c) Toresdi (d) 9t @t

Which of the following is an anti-virus program ?

(a) Norton (by K7

(¢) Quick Heal (d) All of above
%@mmaﬁmﬁa@%ﬁmm%mﬁmm@@mﬁaﬁ
fpeft Yeaeh o v e  fheet IR |

(a) UA-aRRE (b) FHH

(c) rEETA (d) HTFEHE

It is a program or hardware device that filters the information coming through an
internet connection to a Network or Computer System

(a) Anti-Virus (b) Cookies

(¢) Firewall (d) Cyber Safety
%ﬁmﬁﬁmﬁmﬁwmm%aﬁﬁ A AR
dufea %0 6 FAkd e 2

(a) @ (b) FH

(c) WA (d) TSAH

It allows a visited website to store its own information about a user on the user’s
computer

(a) Spam (b) Cookies

(c) Malware (d) Adware

fg e firen g 44 2, <t i 1 & e fiagra o1 Sooted foan TR 7

(a) T (b) IqrSHAl

(c) i FEw (d) wHfieTEr

Which of the following principle is violated if computer system is not accessible
0

(a) Confidentiality (b) Availability

(¢) Access Control (d) Authentication

wrETETe AT T S Hehdl 2

(a) TIeH A 5z e A ed 21

(b) sgrie H g R 9 A forgst

(c) WEMHIEH

(d) IEmTal & Tt S

A firewall may be implemented in

(a) Routers which connect Intranet to Internet
(b) Bridges used in an Intranet

(c) Expensive Modem

(d) User’s application programs
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(19

(20)

21)

(22)

(23)
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PGP &t & & o gty fera mn 2 |
(a) Powerful Good Privacy (b) Protocol Giving Privacy
(c) Pretty Good Protocol (d) Pretty Good Privacy
PGP is abbreviated as
(a) Powerful Good Privacy (b) Protocol Giving Privacy
(c) Pretty Good Protocol (d) Pretty Good Privacy
et 1 @ i e e e g SrEvoTeh T 2 7
(a) POP3 (b) SSMTP
(c) PGP %1 39FN &k HA (d) S/MIME
Which of the following is not a secured mail transferring methodology ?
(a) POP3 (b) SSMTP
(¢) Mail using PGP (d)y S/MIME
SSLYEI ®9 & WHGAR |
(2) 3r@sar 3R STTforEhdl (b) F@zal 3N -yeEad
(c) STHTIOTeRaT 3T Mo (d) TigfRraT 3R @Al
SSL primarily focuses on
(a) integrity and authenticity ~ (b) integrity and non-repudiation
(c) authenticity and privacy (d) confidentiality and integrity
1 ITAN Feadh T R 2 UEHR H & forg o A R |
(a) IPSec (b) HTTPS (¢) SMTP (d) S/MIME
is used for encrypting data at network layer.
(a) 1PSec (b) HTTPS (¢) SMTP (d) S/MIME

S/MIME i ¥ w9 1wt frm 2 |
(a) gftra/wediditean R@z ﬁi%m qrﬂrém

(b) FfEa / wgseiia T Afeim el

(c) HEa / wednhfear seie He TRedT

) Hfea / Sgseelia ST Wl UEEeEH

S/MIME is abbreviated as ;

(a) Secure/Multimedia Internet Mailing Extensions
(b) Secure/Multipurpose Internet Mailing Extensions

(c) Secure/Multimedia Internet Mail Extensions
(d) Secure/Multipurpose Internet Mail Extensions

(24) Eﬂ‘ﬂﬁﬁmﬁaﬁﬁw%mﬁzaquﬁ% ?

(a) mﬁmm%mmmmmﬁmn

(b) i age-g-aTse a1 fele T AT SaH FRE |

(c) die 3R wTerE & Jeash i giftd T |

(d) froft T D ey Ao 3T HE 3 ferw wem i TS FRaw b W

Which of the statements are not true to classify VPN Systems ?
(a) Protocols used for tunnelling the traffic.

(b) VPN are providing site-to-site or remote access connection.
(c) Securing the network from bots and malwares.

(d) Levels of security provided for sending and receiving data privately.

P.T.O.
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(25) fefoea seaam us M a8 S AT Bl @

(26)

(27)

(28)

(29)

(a) wmEEsar  (b) F@Sdl (c) Tr-ufagm (d) IrE |
A digital signature is a mathematical technique which validates

(a) Authenticity (b) Integrity

(c) Non-repudiation (d) All of the above
SSLﬁEﬁmm,uﬁﬁlﬁwﬂwaﬁtmﬁ%gﬁiﬂm%m@
Tierster, Rl FET AR |

(a) SSL Handshake Protocol ~ (b) SSL Authentication Protocol

(c) SSL Record Protocol (d) SSL Cipher Protocol

On the upper layer of SSL, a protocol for initial authentication and transfer of
encryption keys, called the :

(a) SSL Handshake Protocol ~ (b) SSL Authentication Protocol

(¢) SSL Record Protocol (d) SSL Cipher Protocol

Jeah TR W UF ¥ % 0 g YoH F0 % fo evte S 2 S
(IETF) gru fesirga ol T3 Wiidiahiat &1 Uh @018 21

(a) IPsec (b) S (c) UhcE® (d) SRIHaES
The is a collection of protocols designed by Internet Engineering Task
Force (IETF) to provide security for a packet at the network level.

(a) [IPsec (b) Netsec (c) Packetsec (d) Protocolsec
A OIS | [Psec HgEn e |

(a) Eqof 313 i ke (b) s i &=t
(c) 3l UETS (d) 3 IR
In tunnel mode, IPsec protects the .

(a) Entire IP packet (b) IP header
(c) IP payload (d) IP trailer
Aeash o BIERET o 09k g 3u- AT E |
(a) WIFH HIEETS N REAE HRE

(b) Tee-33qE wEETa 3R q5-3HE HEE
(c) ThH WIEETA 3N Fohe HrEEA

(d) Feadh wrETEe 3R 3T HEE

Network layer firewall has two sub-categories called
(a) Stateful firewall and stateless firewall

(b) bit-oriented firewall and byte-oriented firewall

(¢) Frame firewall and packet firewall
(d) Network firewall and data firewall

(30) 31T sFEoa IwNTERATS % fAY HPRET HETUA 3T TE H H T

FHEATI 2 |
(a) T SAHN & EHAT (b) TEE T EHAI
(c) IR BHe ) aiere uiF

An attempt to make a computer resource unavailable to its intended users is
called

(a) denial of‘ service attack (b) Virus attack
(c) worms attack (d) botnet process (1x30)
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Explain the following :

(i) Trumd
Cryptography

(i) f=re 3 fefram
Encryption and Decryption

(iii) TioeferaT sl SrereTo
Concept of confidentiality

(iv) THEET HTE hl TRl
Need of computer security
(v) Sl 17 et (i)
Pretty Good Privacy (PGP) (2x5)

3. (i) L guE % Ragrl e HIf |
Explain the principles of Computer Security.
(i) G it ffSry aael % g afe i fafae |

Write down the five differences between active and passive attacks. (5+5)

4. (i) ferfesT ud e = awese |
Explain sniffing and spoofing.
(i) T} 7 gkl Hrfaf FEAE |
What is cookies ? Explain working of it. (5+5)

s () e R 6 IerE & AT ST I |
Explain playfair cipher with example.
(i) Emfia goft FeReimmdht <6t =wE $ifs |
Explain symmetric key cryptography. (5+5)

6. () TCP/IP ) ffir wagi & @t |
Explain various layers of TCPAR.
(i) Hfera Hishe T (SSL) 1 =T HIfT |
Explain Secure Socket Layer (SSL). (5+5)

7. (@) GioEta #1 7 HrEEte o Yehr Fargd |
What is firewall ? Explain the types of firewalls.
(ii) gaﬂaw%?gaﬂaqmm%muzﬁﬁwﬁl

What is an intrusion ? Explain major components of intrusion detection system. (5+5)
P.T.O.
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8.

() PEM (Wrsad Gigrue 3e) & el ! H3se |
Explain the steps of PEM (Privacy Enhanced Mail).
(ii) =T Ud Hin et 1 gugsy | 39 1 3 &1 fafaw |

Explain Block and Stream Cipher. Write down the differences between them. (5+5)

form o wftqw feoaforat ferfi
Write short notes on the following :
(i) a3 ST eH (VPN)
Virtual Private Network (VPN)
(i) HeW IR
Message Digest
(iii) fefsea weamam
Digital Signature (3+4+3)




