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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY

Fratia @ . fi9 ) (Afrhaw 37 : 70
Time allowed : Three Hours) [Maximum Marks : 70

P () v I STHEr 8, 994 8 fegl 9/ F IR G |
Note : Question No. 1 is compulsory, answer any FOUR questions from the remaining.
(i) EF FT F TH 47T B FAGR CF T T Fford |
Solve all parts of a question consecutively together.
(iii) ¥AF 57 F 7 78 G IR BHord |
Start each question on fresh page.
(iv) 2T 9TaIaT A SR § 1 Il 7 S sag # A 8
Only English version is valid in case of difference in both the languages.

Lo et 5t e s sRwen = 3 R w3 9 aeR 1 e S

HeAT 2 |
() Frdmmé (b Trefatts
() WA (a)F (b) (d) A () (b)

is the science and art of transforming messages to make them secure and
immune to attacks.

(@) Cryptography (b) Cryptoanalysis
(¢) Either (a) or (b) (d) Neither (2) nor (b)
) e i e ¥, Yfia Sy %1 HaeE dae seed % fore g =nnfae |
(a) SrEdl (b) TR AR
(c) TIgER (d) FHIAEH
In message confidentiality, transmitted message musl make sense to only
intended
(a) Receiver (b) Sender
(¢) Modulor (d) Translator
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Q)

()

(6)

)

(a) wew Ml (b) e IwEEA

(c) ewEART (d) dew i

When data must arrive at receiver exactly as they were sent, it is called
(@) Message Confidentiality (b) Message Integrity

(c) Message Splashing (d) Message Sending

7z SvarE & % B =t R < i dua SefipR TE] S G & |
(a) T -aftem (b) oW F@EdT
(¢) wew Tl (d) G A

is the assurance that someone cannot deny the validity of something.
(a) Message Non-repudiation  (b) Message Integrity
(c) Message Confidentiality (d) Message Sending

1 3¢ 2 foreft aft & R = femman % |
(@) Ha (b) wReT
(c) I (@) feRm
__ means to pretend to be someone else.
(a) Sniffing (b) Spoofing
(c) Pharming (d) Phishing
faffsa i s e e e ? ?
(a) TEFUS (b) AT s
(c) samgitan (d) siew qmi ST ST
Which one of the following is an active attack ?
(a) Masquerade (b) Traffic analysis
(c) Eavesdropping (d) Release of message content
Fraforfiga 3 & 9= @1 SR gaen 2 7
(a) O zwen (b) WS
() <ftres favamm (d dwaafEa
Which of the following is passive attack ?
(a) Replay attack (b) Masquerade
(c) Traffic analysis (d) Denial of service
Th HEH @Mﬁgaamaﬁmmﬁﬁmm
werpfar &R 2 |
(@) e (b) W
(c) =@ (d) oA BEAE
A computer _____is a malicious code which self-replicates by copying itself to
their programs.
(a) worm (b) program

(¢) virus (d) none of these
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9) - sl Rt i SRR F Y% I H ReeRe §9H % fag

ZR i femar s @ |

@ (b) TR E

(c) Wl I (d) THAIH

In mono-alphabetic cipher each letter of the plaintext is substituted by to

form the ciphertext.

(a) key (b) other letter

(¢) multi parties d single party
(10) _ wiEd A HEca R |

() Tfawes= (b) ERFL

(c) TH-eHE (d) I | & HIE TE

The _isthe message after transformation.

(a) ciphertext (b) plaintext

(c) secret-text (d) none of the above
(11) | ueiten R ) e T weE o R |

(a) USRS by febram

© =a (@7 (D) @ AW (@TE )

____ algorithm transforms plaintext to ciphertext.

(a) Encryption (b) Decryption

(c) either (a)or (b) (d) neither (a) nor (b)
(12) @ fire o Ul W gE 99 A 4G qal B |

(a) Wicreama (b) SIESEH

(© = (a)F (b) @ A @I (D)

A cipher replaces one character with another character.

(a) substitution (b) transposition

(c) either (a) or (b) (d) neither (a) nor (b)
(13) m@mwﬁ%mmmaﬁmawmm

(a) wioeama= (b) T

(©) F () ¥ (b) @ AA@AE D)

The cipher reorders the plaintext characters to create a ciphertext.

(a) substitution (b) transposition

(c) either (a) or (b) (d) neither (a) nor (b)

P.T'o.
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(14) TS FERE-F (I e -Fe) et %1 IGENT B 8 |

@ 1% () 23
(©) 3% (@ 4%
An asymmetric-key (or public-key) cipher uses
(@ 1key (b) 2key
(©) 3key (d) 4key

(15) s Ty, w0 IS 3 Prdtar 21 grr 3w i Sl R |
(a) TufE-ge (b) rEEfE-l
(c) AT (a) T (b) () Ad(@TE )
Ina cipher, the same key is used by both the sender and receiver.
(a) symmetric-key (b) asymmetric-key
(c) either (a) or (b) (d) neither (a) nor (b)

(16) ©H 2w Gaw et wiw ) andsar H A W R ) A8 WA a1 R 6 wew
_ TR
(a) Scoig= foHaT T (b) JeRsg
(c) eI (d) IHIE T B BETE
A hash function guarantees integrity of a message. It guarantces that message
has not be "
(a) Violated replaced (b) Over view
(c) Changed (d) None of the above

(17) w Refree geaner U BEeR 1 Th soae w9 8 fee sudm frd v %

) ygaE F yifa HE  fove e smar 2

(a) THRAl b) Ivw

(c) THadl 3R YEw Sl (@) IREHAPEAE

A digital signature is an electronic form of a signaturc that can be used to
authenticate the identity of the of a message.

(a) receiver (b) sender

(¢) both receiver and sender (d) none of the above

(18) s frimiees Merwial & Rrae sudm HTTP/HTTPS 3matiia H-eeH
& guftsa % & fore fra sman 2
(a) wEuEE. (ReEneea®) (b) .80
() widA. (d) I 1§ A IS T

is a cryptographic protocol used for securing HTTP/HTTPS based
connection.
(a) SSL (Secure Socket Layer) (b) HTML
(¢) SET (d) None of the above
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(19)

(20)

@0

(22)

HTTPS #i F vy ¥ uigy fFrmn 2 |
(a) ERURER AR SEhia gl

(b) it eewfviee 202 ZEW idwa

(c) BIITfcHhs o TEH NieHhict gifdra

(d) BTETRHR T Hidihiet Gufdaa
HTTPS is abbreviated as

(a) Hypertext Transmission Protocol Secured
(b) Secured Hyperlinked Text Transfer Protocol

(c) Hyperlinked Text Transfer Protocol Secured
(d) Hypertext Transfer Protocol Secure

Fr=ferfiga 3 & o\ us e g Mdesia 74 2 2

(a) HTTPS (b) SSL

(c) SMTP (d) SET

Which of the following is not a strong security protocol ?
(a) HTTPS (b) SSL

(¢) SMTP (d SET

Fd ieiehiet &

(a) SAfavasdy Tidsiea (b) Tarvasfg Wasia
(©) e gean NwE (d) ITI®HH GBS 8
IP protocol is

(a) Unreliable Protocol (b) Reliable Protocol
(c) Mail Security Protocol (d) None of the above
S/MIME i % &Y § witw e 2

(a) Gitra/wednfifEa see Afein vaadema

(b) Tfera/ag3geita serie Afvin wradsmm

(c) Yifta/wediifean see A wwadsd

(d) Y@ /agIgeia e ie wEwnE

S/MIME is abbreviatedas .

(a) Secure/Multimedia Internet Mailing Extensions
(b) Secure / Multipurpose Internet Mailing Extensions
(c) Secure / Multimedia Internet Mail Extensions

(d) Secure / Multipurpose Internet Mail Extensions
P.T.O.
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@3 - fen & fr o g SRwE R |
(a) Inddas (b) TH.UH.G.
(¢) dishd (d) 39| & HIg T8I
_____is one security protocol for the e-mail system.
(@ TPSec (b) SSL
(c) PGP (d) None of the above
(24) G IrBiiedaa PGP T wTEm RS |
(a) S GEN (b) 3T Fram
(c) Twd geEn (d) Jeciftaa His ot 7
In Pretty good privacy (PGP) _____ isused.
(a) browser security (b) email security
(c) FTP security (d) None of the mentioned.
(25) SMTP TCP 9 1 IUF0 &l 2 |
@ 22 (b) 23
© 24 @ 25
SMTPusesthe  TCP port.
@ 22 by 23
) 24 d 25
(26) ST oMEHEE S EIHHAR ]
(@ 33 e (b) e feea
(c) @t feeet (@) = fee
Network layer firewall worksasa/an .
(a) email filter (b) packet filter
(c) content filter (d) virus filter
Q7N W U Hied wrEare e #aT e |
(a) Wifeswa (b) 3% Ta
(€) Azadh AW (d) Ui FaL
A proxy firewall filtersat .
(2) Physical layer (b) Data link layer
(¢) Network layer (d) Application layer
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(28)

(29)

(30)

BIRAETE HI IR e % fore fr s 2 1

(a) BWIETH (b) “HIURE FeaH

(c) 3 @ wEawEE
Firewalls are used to protect .

(a) Home Networks (b) Corporatc Networks
(¢) Both of Above (d) None of these
NAT HT i ®q T2 ?

(a) +eash UgH FEeTH (b) eah UZH ZEGHIHA

(c) Feadh CHE giEe @ v dwE
What is the full form of NAT ?

(a) Network Address Translation

(b) Network Address Transformation

(c) Network Access Translation

(d) None of these

HREET B T TE B DA R |

(a) il @ (b) wElEat

(c) Fal(a) 7 (b) @ @ @A)
The firewall cannot protect againstthe .

(a) internal threats (b) external threats
(¢c) both (a) and (b) (d) neither (a) nor (b)

2. () TOAEH A AN ENHAE ?

What do you understand by Trojan Horse ?

(i) AT TSR A AT T A & 7

What do you understand by Block Cipher ?

(iii) TRHLLRE AR ?

What is cipher text ?

(iv) SL.wSe. ®R ?

v)

What is DMZ ?
farmTd! @ afenfya Hife |
Define cryptography.

333

(1x30)

(2x3)
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3. (i) I 312w I WHIRY |
Explain pharming attack.
(i) a9 ETEH HI IETE Aika GHEE |

4. ()
(i1)
5. (@)
(ii)
6. ()
(i1)
7. ()
(i)
8. @)
(i1)

Explain vernam cipher with example.

Fehia 1 ® 7 98 Fpm wom 1 w5l 2 7 anwEd |
What is cookies ? How it works ? Explain.

Rfcamama2 P s Fw@ 2 2 9m@mEd |
What is digital signature ? How it works ? Explain.

Framfia et TR % @ve e $i gerEa 3 T |
Explain asymmetric key cryptography with the help of block diagram.

victisrewraies wfowamem agwt e & 7 Ieewm afda ange |
What is polyalphabetic substitution cipher ? Explain with example.

Zign wfeim Sidienier o & 7 ¥ fpm webn 3wl B 2 wwEsw |
What is time stamping protocol ? How it is useful ? Explain.

Ufcereher T1ed & 39 1 wuEa # 7 foran @ aumed |

What do you understand by application gateways ? Explain in details.
gt 3EE O FT & 7 a9ET |

What is privacy enhanced mail ? Explain.

F. 8. /3 . = anened |

Explain TCP / IP.

BIATEI & 319 =T S99 B ?maﬁ‘faaﬁ:ﬂqﬁms% |

What do you understand by firewall ? Explain the limitations of firewall.

Hrg gian & fogial & auamsd |
Explain principles of computer security.

9. oo wfiy Rogfr forfisu -
Write short notes on the following :
(i) S e hl SnasEHar

Need of computer security.

(i) TR TS e Ao RN (v E. W f.)

Secure multipurpose internet mail extensions. (SMIME)
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