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INFORMATION SECURITY

Fruifa @ : 3 W) [rfRrehad 3 : 60
Time allowed : 3 Hours] [Maximum Marks : 60
A () IA-EAATARAG G E

Note : There are THREE sections A, B and C in the paper.

(ii) DT A T GG F G 10 YT % IR GG | TF T G 3 B8 T
@ 10 977 TGAE JFR S T & 8 |

Answer all the 10 parts of the question Ne. 1 in Section A. Each part carries
one mark and all 10 parts have objective type questions.

(i) QFT A F 8 T A @ e 6 FI & IR G | IAF T97 3 3% & T
F7HT 5 &IET / 50 F/&gt 7 IR dferg |

Answer any 6 questions out of the 8 questions in Section B. Each question
carries 3 marks and to be answered within 5 lines / 50 words.

(v) QETE F 6 T 7 8 fegT 4 I & IR JT | I9F T97 8 37 H & T
57HT 15 18T / 150 91sg) 7 3 @ |

Answer any 4 questions out of the 6 questions in Section C. Each question
carries 8 marks and to be answered within 15 lines / 150 words.

(v) FEF QF & G g ) HHTR TF G1e & HIore |
Solve all the questions of a section consecutively together.
(i) @ st 7 3 g1 %1 a4 3 sger # A 8
Only English version is valid in case of difference in both the languages.

JAE -T
SECTION - A
() et Rt 3 3% H o T gt o) TR ot e st o1 U S ]
(a) EEE (b)
(c) A=« (d) offeegs
is an electronic or paper log used to track computer activity.
(a) Traceroute (b) Cookie
(¢) Weblog (d) Audit trail

B
: (1 of 4) P.T.O.
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(i)

(111)

(iv)

)

(vi)

(vii)

EDR 2

(a) Usuiz= fedamm 3R faparlt (b) Ueuis= feeam it Woaia
(c) Uculse gmiewm s fmall  (d) Teuisw SRREM 3T a4
EDR i

(a) 1lflndpoint Detection and Recovery

(b) Endpoint Detection and Response

(¢) Endpoint Direction and Recovery
(d) Endpoint Direction and Response

TeIdH ShT o IFTiehd Ugd, Rifen, Tohdietn 3 fodT & S=M & fofe s

ot gorr 3k graenfEt st et E 2

(a) eI geaT (b) ST FIEN

(c) ¥ ERam (d) itfees gra

Which is the practice and precautions taken to protect valuable information from
unauthorized access, recording, disclosure, or destruction ?

(a) Network Security (b) Database Security
(¢) Information Security (d) Physical Security
fope JpT % Her % foTg WPA e @ ¢

(a) I (b) =RY

(c) TE-WTE ) RS

Which type of connection is WPA Security for ?

(a) Ethernet (b) Bluetooth

(¢) Wi-Fi (d) Infrared
Frue Feas % e 3 |

(a & (b) T

(c) defagy (d) ToresErrar
VLAN increases the network ;

(a) Security (b) Speed

(c) Bandwidth (d) Reliability

T2 M o1 HARITIEH ] S WA A $-T67d & 1T SR @fen yeH Har g ?
(a) IS Tme M 2008 (b)  WREH &8 Higan
(c) 3t AfafEm 2000 (d) 39 H A HE TE

Which is the Act which provides legal framework for e-governance in India ?
(a) IT (Amendment) Act 2008 (b) Indian Penal Code

(¢) IT Act2000 (d) None of the above

Frefefia § @ wF @1 wrRREi s 3R 3 @ FHae 8 91 429 & S
SETEIN R ?

(a) TSI BRAETA (b) TR BRRETA

(¢) TS BRAEA (d) TTSSHIETHR BRRETA

Which of the following the kind of firewall is connected between the device and the
network connection to internet ?

(a) Hardware Firewall (b) Software Firewall

(¢) Google Firewall (d) Microsoft Firewall
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(viii) ToFIITY A1 Haers & ?
(a) SRIIE (b) ST I TH TG
(c) Il 3ferrsfen (d) ST T JoiEd
Cryptography means
(a) Data corruption (b) Secret writing of data
(¢) Overwriting of data Rewriting of data
(ix) IPv4 I BT T3H a1 2, ﬁé%&alpwﬁﬁwﬁ@a%mm% ?
(a) 256 TscH (b) 128 foew
(c) 16feem (@ 32fsm
An IPv4 address is a , which is categorized into different IP classes.
(a) 256 bits (b) 128 bits
(c) 16 bits (d) 32bits
(x) TRl sreg <1 IR wewil i g S % T wuidia w0 3t ReEd ded

o foru fepa ST @ ?
(a) ufEda (b) A
(c) === (@) Ffsr

Cryptography term is used to transforming messages to make them secure and to
prevent from

(a) Changes (b) Attacks
(¢) Defend (d) Idle (1x10)
YR —
SECTION -B
2. AT fowen Y SuzThal Tl gren fsivard ®=m € 2
What is user privilege security feature of operating system ? 3)
3. wTUiteRteT st gt sHif |
Define authentication. ; 3)
4. TCP Serbict < Gan aard w1 g ?
What is security weakness of TCP Protocol ? 3)
5. 3rEmfta-eit fFmTh s aui o |
Describe the asymmetric-key cryptography. 3
6. IEUS T A <l YU TR ?
What is intrusion detection system ? 3)
7. e o v sht gfshan w6 el iR |
Describe the procedure of security audit. 3)

P.T.O.
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8.

10.

11.

12,

13.

14.

15:

Jeareh GRAT ICATC |12 7

What are network security products ?

&I Wb TR 7
What is security standard ?

Y —
SECTION — C

FUET T R 7 AT % gl &1 Ui <hIfT |

What is Security ? Describe the principles of security.

frferRa reafh Suehton <t et HASIE! ol T3y :

(a) =9 (b) fe= () WX
Explain security weakness of following networking devices :
(a) HUB (b) SWITCH (c¢) ROUTER

STTETESN 27001 FA1 R ? WA H SSTITR HTHT o TR hl ST HINT |
What is ISO 27001 ? Explain the types of IPR laws in India.

stRfen fereen <t FreferRaa gen gfasn 6 =men # |

(@) RAID (b) @ (c) hTSA foreem geam
Explain the following security feature of operating systems :

(a) RAID (b) Logs (¢c) File System Protection

gfecres s gSpTegere ! foaR & Emeisy |
Explain Public Key Infrastructure in detail.

FIferepa e e omeft 91 2 3T IE S M HLl @ ?

What is Intrusion Prevention System and how does it work ?
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