No. of Printed Pages : 4

CI40061 ROIINO. : cvieeriinniennrennes
May 2024
CYBER CRIMES

Fuiia @ 3 w9 [T 31 : 60
Time allowed : 3 Hours] [Maximum Marks : 60
A () FA-TFAATIEAY deadd

Note : There are THREE sections in the paper A, B and C.

(i) FITCH I GG & G 10 9T 3 IR HT | I2F 5T T 7% F 8 0
gt 10 977 TGATIFR F T F 8 |

Answer all the 10 parts of the question No. 1 in Section A. Each part carries
one mark and all 10 parts have objective type questions.

(iii) QFIT o 3 8 Yo 7 @ f5g] 6 T & IR 7T | FAF To7 3 3% H1 8 TG
5775 TET / 50 g 4 IR e |

Answer any 6 questions out of the 8 questions in Section B. Each question
carries 3 marks and to be answered within 5 lines / 50 words.

(v) QFITH 6 5 7 8 5T 4 T & IR ST | T I97 8 37% F1 & 0
§7e7 15 8T / 150 Wieg] 7 3o/ fore |

Answer any 4 questions out of the 6 questions in Section C. Each question
carries 8 marks and to be answered within 15 lines / 150 words.

()  I% G F G 51 H FHAR T GTY §F Bl |
Solve all the questions of a section consecutively together.
(vi) @I WTaTa & 37 817 ) IR 4 3 sgare & a8 |

Only English version is valid in case of difference in both the languages.

R —T
SECTION - A
1. () M 91T fhed HTgsR 37U 1 TR T8 & ?

(a) STEM (b) SIS

(c) <21 Td firen &l THEm (d) TN % foTu TEtemd SRSl ST
Which one option is not a type of cyber crime ?

(a) Data Theft (b) Forgery

(c) Damage to data and system (d) Installing antivirus for protection
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(i) T T forud w s &1 @A fReh 3= safke o faftr @t & @ g fe
frwmar g ?
(a) UM =R (b) HBTHE
(c) weHmil (d) Tsfsm

In which of these a person is continually chased/followed by another person or a

group of various people ?

(a) Identity Theft (b) Stalking
(c) Bullying (d) Phishing
(iii) el |, Hey gt wenfera < S # |
(@) Ffsra (b) @fRa
(c) SUUH Sl (d) 3T H T HIS TE
In attacks, the message contents are modified.
(a) Passive (b) Active
(¢) Both of above (d) None of the above
(iv) WRa § 31eel arfrfoem fope o rfeaea o aman 2
(a) 2000 (b) 2001
(c) 2002 (d) 2003
In which year India’s IT Act came into existence ?
(a) 2000 (b) 2001
(c) 2002 (d) 2003
(v) SRR T @R
(@) T Teishiet fergersor (b) Tk FARH faver o
(c) e fergetsor (d) ewterry 4% Reeefln st s
Wireshark is a tool.
(a) Network Protocol analysis (b) Network connection analysis
(c) Connection analysis (d) Defending malicious packet-filtering

(vi) = 9 SiF AgeR Tawy w1 e g 7
(a) <IE % RecT® AR 3OUY (b)) TS o RaelTs A3er Uy
(c) T & Rgels agsR 30y (d)  STs oot
Which of the following is / are classification of cyber crime ?

(a) Cyber crime against Individual (b) Cyber crime against Organization
(c) Cyber crime against Society  (d) All of the above

(vii) T Tefoeat gxaner v i qepies & ST O it 2

(a) 3@ (b) FA-grsATH

(c) STHTTRal (d) STt

A digital signature is a mathematical technique which validates
(a) Integrity (b) Non-Repudiation

(c) Authenticity (d) All of the above
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(viii) HETS TRET Bl FEqH i T AT R |

(a) TTRRCE FI&m (b) FATIS T

(c) 3T ge&m (d) STTeE &

Mobile security is also known as :

(a) Wireless security (b) Cloud security

(¢) OS security (d) Database security
(ix) STHTOR SRRt 3 e (CCA) e sref R e @ 7

(a) TR SR (b) WA T o

(c) TER Ud IS HATH d) @ e

Controller of Certifying Authorities (CCA) work under
(a) Prime Minister Office

(b) Reserve Bank of India

(¢) Ministry of Communication & IT

(d) Autonomous Body

x) BRTH  HTHIGEWR |
(a) I Tfefim aiweRr (b) T &
(c) R (d) TEEE

McAfee is an example of ;
(a) Photo Editing Software (b) Quick Heal
(c) Virus (d) Antivirus
e — ot
SECTION - B
TTEET 3T FATE 7 57 ST I & e FoRAT 1 Wha1 7 ?

What are cyber crimes ? How these crimes can be minimized ?

TS L& B TTge Tall ¥ hdl FEG HLdl & 7

How cyber security helps us from cyber threats ?

TTSeR 1A § Givre gt <t yifeesT wwersy |

Explain the role of Social Engineering in cyber crime.

DTSSR TR § 3779 &1 GHed & 7 3eTetvl |fgd SHesy |

What do you understand by cyber stalking ? Explain with example.

fepfi @ B 7 IgTeN Higd THSTST |
What is Phishing ? Explain with example.
T Td Tfth ot TSy |

Explain sniffing and spoofing.
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8. Tremreh = yom srftreert <t frgfs for wepR <1 STt R 2 g enfeht stfifem, 2000
% 7T 35 HE T ?

How is a Controller of Certifying Authority appointed ? What are his / her functions
under the IT Act, 2000 ? 3

0. fefrea Rrmer wa soiegifes fermer o 3iat forflew |

Write difference between digital signature and electronic signature. &)
e —-
SECTION -C
10. fofims wepm o Hrgew 39wy w1 @ 7 G |
What are various types of cyber crimes ? Explain. 3)

11. UfFea 31 U9 Ufda 319 gremsy |

Explain active attacks and passive attacks. )

12, G1gaR el ® 3uA ford 9 At fafire 3usstor = & wmemsu |

What are the various tools used in cyber crimes ? Explain. 8)

13. HTSSR 3T 37 AHAF ITA 2000 % SR # ferfa |
Write about cyber crime and the Indian ITA 2000. 8

14, (i) HTSSR ATTRATE T 8 T IT Act 2000 § 3Eeh! 1 G 2 7
What is Cyber Terrorism and what is the punishment of it under IT Act 2000 ?

(i) ST qUT T W Eirw feuyef Sif |
Write short note on Virus and Worm. 4x2)

15. HIETEA W W EH aret fafe gaet 1 saren Y | 1 3% F4 U gear 2, fafew |

Explain various cyber attacks on mobile phones. How one can prevent them ? ®)




