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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY
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Time allowed : Three Hours] [Maximum Marks : 70

A () YEITHIATEE AE QR el I I
Note : Question No. 1 is compulsory, answer any FIVE questions from the remaining.
(i) FEH F¥7 F T U B FHGR G GrT 5T A% |
Solve all parts of a question consecutively together.
(iii) F9% F97 F1 79 98 8 IR FF |
Start each question on fresh page.
(iv) &1 TSI 7 37~ g7 ) [T 7 319t srgare S w8 1

Only English version is valid in case of difference in both the languages.

1. () Eifsrem & afomfya Hife |
| Define Decryption.
(i) FIX Rt 7 g ?
What is computer security ?
(iii) @@ A& d (SHTTP) W@ & w9 (TSP) & R &9 fafgw |
Write full form of SHTTP and TSP.
(iv) SfSeet swner = ufonfya Hifsm |
Define Digital Signature.
(v) WTEETE U 319 91 qE & ?
What do you understand by firewall ? (2x5)

2. (@) Ten fugial & @ ared ], 3% qwensd |
What is meant by principles of security ? Explain them.
(i) DO SFAR i ITNMNGT ! IO A FHIAT |
Explain importance of Message Diégest with example. (6+6)
(10f2) . P.T.O.
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3.

() A I TR T AT G TRERH JebHTen ohY ISR Afed FHEATEd |

Explain play fair cipher and simple columnar transposition technique with
example.

(i) TERUYE F R 7 TR Tt YER F B] ¥ ¢ TR W@ Wue @ i wgEa 4
T |

What is Encryption ? What are its types ? Explain with the help of example and |
block diagram. (6+6)

frRTE! Teriiiten ¥ fafie TR #H A € 2 UTew il f 1 feream & wwEE |

What are different modes of cryptography algorithm ? Explain cipher block chaining
in details. - (12)

G) AR/ ad f hi Frivomed T |
Explain the working of TCP/IP.
(i) DNS Tqfth ! aw3IER |
Explain DNS spoofing. (6+6)

G) MR 7 EEEE |
What is PEM ? Explain.
(ii) Ry Afhe S AT RN s e g 8 3t forRae |

Write down the difference between secure socket layer and secure electronic
transaction. , (6+6)

() THer T2aw i HrEvve H A |
Explain working of Application Gateways.

(i) ETIETE h BRIG AU HHaA] T T0iH AT |

Describe the advantages and limitations of firewall. ' (6+6)

i afym feofort ferfe :
Write short notes on the following :
() o quTaH

Virus and worm
(i) FHH

Cookies
(i) S.THIE.

DMZ (4x3)



