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INTRODUCTION TO NETWORI( SECTruTY AI\ID
CRYPTOGRAPHY

frqffimqrc : Yzaa 1

Time ellow ed: Yz llourl
tqftrmq dt': 3o

[Maximum Marks : 30

ab: 0)
Notc:

(ii)

a*sfl qffiiwp-d'qrfi t dowt t

All Questions ure compulsory and each qucstion is of 1 mark'

<t+ rrqr."i d.rrnr6|+ -65 ffi C aine? aFrq d? qq t t

Onty English version is valid in case of difference in both thc languges'

1. t5,rqc{ $Hr it t qacq qa t
fo.o,qetfs@+{qfr+ffi qftr6
pafties ff{rfrtrftrdkrqrvmr t r

(a) rilq{qdl

(b) orclrsilI

(c) s{mekTt

(d) qTtllftrffir

sr fir€iil qf{flr+a om tto
ritvr + uqfr +{€ iso ot{ Efiffi
crqdmt +Bq*IT Sfaqt r

(a) rilrfu6

(b)

(c) rr€IrsFlt

(d) qg-q hdrrq

1. In computer securitY, means

that comPuter sYstem assets can be

modified only by authorized parties.

(a) ConfideirtialitY

O) IntegritY

(c) AvailabilitY

(d) AuthenticitY

2. The princiPle of 

- 

ensures that

only the se,nder and the inte'nded

r*ipients have access to the contents

of a message.

(a) ConfidentialitY

O) Authe,ntication

(c) IntegritY

(d) Access control
P.T.O.

2.

I
(1)



cs30&rT30t

3. _6rd or€rrsff +{Rftrd t
(a) q{err
(b) frqtq
(c) +iYiE{
(d) ttFIETa

4. qrfls qt5-6TIIFT

(a) rrr{f,

O) 6r{mq
(c) tzr+€

tr

5.

(d) :r{c*'rffi{

6ftii t, {+{r qrcfi {{ilftrd
+t qr&t 

r

(a) tth.q
(b) qlmq

(c) sq{*.qiii
(d) sq+n{t+*ftT

\rs'- 3{r+ fi sftrql qqti *'rqr
arci snc 6i +fir rmr t aft qm.

+-d+ii ar<tEr sn Eilg I

(a) E{1.K{I

(b) 6tsr
(c) ?tqqdd
(d) EtrI

srq6c-d_*'+nurtddt r

(a) cqph*,{q
(b) {Yiler{
(c) frqtur
(d) ftdrrrd

EIr{rGriffV+sq ffi gq
q vin ern+ t g< +t

ffi66q-{rqrrrqr} 1

(a) fF+'qFrs
(b) {Ss+qr{r{r
(c) q.d* Errrr€

(d) ffiqrq{s

6.

7.

8.

Q\ 2169

related to3.

4.

The attack is
integrity.
(a) lnterception
(b) Fabrication
(c) Modification
(d) Intemrption

Virus is a computer

(a) File
(b) Program
(c) Database

(d) Applicationsoftware

5. In

7. DOS attacks are caused by
(a) Authentication
(b) Modification
(c) Fabrication
(d) Replay attacks

6.

attacks, the message

contents are modified

(a) Passive

O) Active
(c) Both of the above

(d) None of the above

A replicates itself by
creating its own copies, in order to
bring the network to a halt.
(a) Virus
(b) Worm
(c) Trojan horse

(d) Bomb

8. is a form of virus explicitly
designed to hide itself from detection
by antivirus software.

(a) Stealth virus

O) Polyrnorphic virus
(c) Parasitic virus

(d) Macro virus
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g. qrsr d il e[r{fr{ qr r+r wA t' st
$Er ctt rmr t
(a) YJdcrd

(b) {IIEIRUI 1116

(c) qKI rlrd

(d) {lFlret rlrd:

10. {trfl{drnqr*'sqif qrrqr{qmrt I

(a) FI€qrd'

(b) srsterlrd;

(c) +tsqd

(d) fiswqra

11. *qrfiswq6'T<t6{q t
(a) qfusrr{ fism..{

O) sHiiRUr fi$r{

(c) qtT€nm *'sc t erd ilr6 t
+mtil{q fl{q.{

(d) Bq+n+++tt'rfi

tz. q{qqrEwr+t *wrqnrt r

(a) taqrsiffi*fi
O; ++-zrqr te
(c) gfi'qr+6T

(d) $i'r.S-SqEw
i

\ \ 

--\--* 

' \
13. er(r 2ffie ifficif Gqiil{ur d

, E[6lqrtr*

i5t I

I

I

(a) \,qtsqc

O) Bf#qrr

(c) ffi
(d) ffire

(3) 2169

The language that we cofiImonlY use

can be termed as _.-'
(a) Pure text

(b) Simple text

(c) Plain text

(d) Nonnal text

The codified language can be termed

as --.--
(a) Clear text

(b) Unclear text

(c) Code text

(d) Cipher text

11. Caesar ciPher is an exarnPle

(a) SubstitutionciPher

O) TransPositionciPher

(c) Substitution as well

transPosition ciPher

(d) None of the above

12. Vernam ciPher is also calld as

(a) Rail fence technique

O) One-time Pad

(c) Book ciPher

(d) RunningkeY ciPher

13. Conversion of plain text into cipher

text is called as

(a) EncrYPtion

(b) DecryPtion

(c) CryptograPhY

(d) CryptanalYst

9.

10.

P.T.O.

:

t
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14. Mscii.naM eiltqM*'Ew
*'sq ii .rd+ +1 ufrqr t-sq if ffit ETrilT

tr
(a) ia qrsn+,++'

(b) rfi-qrqrEq-r

(c) ffiqrersrqs{
(d) rr+,.fr srufusrr{ qpq{

15. ii TF+ qra +t \'s kc qd'wcq {
qqt#q+i qd t r

(a) Sc {rEu,{

O) dq'erqs-r
(c) Ait
(d) +tftT

16. d sr+ -n-6 E6l qo d-+. qo'

urqif \,=rfuqtocrqnrt r

(a) Sq qes'{

(b) fr6qr{w,{
(c) qhi

(d) +iiT6T

t7. w d+{r ftt ffii€rilI
Trgtfud q.{i +tdqrdt fuqr qdr t
(a) qPl q-sf+z

O) fsf*c{H qdner
(c) ffircirfrsrsr
(d) Brtqil{+stiftT

18. qsqfira g;* ffi {
qtffi {Er( eflkd m.d +vfr errqtqs

tr
(a) 2

(b) 3

(c) 4

(d) s

+t
I

(4) 2169

The process of writing the text as

diagonals and reading it as sequence

of rows is called as 

-.

(a) Rail fence technique

(b) Caesar cipher

(c) Mono-alphabeticcipher

(d) Homophonicsubstitutioncipher

15. tn one bit of plain text is
encrypted at a time.

(a) Stream cipher

O) Block cipher

(c) Both

(d) None

16. In one block of plain text is

encrlpted at a time.

(a) Stream crpher

O) Block cipher

(c) Both

(d) None

t7. A is used to veriff the

integnty of a message.

(a) Message digest

O) Decryption algorithm

(c) Digital e,nvelope

(d) None of the above

14.

18. In aslmmetric

keys

communicating.

(a) 2

(b) 3

(c) 4

(d) 5

key cryptography,

are required per
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19. qs.\rs.qf,. {fd _ \g
tryferct t

(a) cfwdqqq6, |gq#q{fr
O) on+fi q56, qfr454 qq6

(c) eraftt+'qtr, rifuovro
(d) tca$'qtc, ssftm'vro

20. SHTTP \'{I#qH
tr
(a) 3Tr+fiq{d
(b) euftrfi.rf,
G) qfirqta q{f,

(d) rifuoqro

rq 6m tF{?lI

21.

22.

23.

sET m ge drm
nffi56X,

+kq

(a) Enm*'*qgfrd{iqm
(b) frt{cm ERIqr{ qtrv*t
(c) +iq seq€
(d) #c c{ {rkd *lsc Ere t

gqilq

d.qtq.fr. u qroe t
(a) atq qfrs nht+€
(b) ffitr'frn*fda
(") atq fisr+qruffim
(d) zrEq €tqrr dzt+td

t-te g{Hr nlziotd Em crq
+twvqdt r

(a) fi.tqc
O) fi.fr.fr.
(c) q'vqc.qrtw.t
(d) Bqltn{$

fi.€.w. fTE{frfuil t{rq uqrt Erdr t :

(a) \r{f#qla
O) t+qsei€
(c) dlfiwcm EKIsR
(d) sqnffi€Ifr

(s) 2169

19, SSL layer is located between

Transport layer, Network laYer

Application layer, Transport
layer

(c) Data link layer, physical laYer

(d) Network layer, Data link laYer

SHTTP encrypts at the

(a) Application layer
(b) Datalink layer
(c) Transportlayer
(d) Physical layer

21. The main purpose of SET is related to

(a) Secure communication between
browser

(b) Digital signature and server

(c) Message digest

(d) Secure credit card PaYme,nt on

the internet

22. TSP means

(a) Time Service Protocol

O) Transport Service Protocol

(c) Time Signature Protocol

(d) Time StamPing Protocol

23. E-mail security can be achieved by
the 

- 

protocols

(a) PEM protocol

(b) PGP protocol

(c) S/IVIIME protocol

(d) All of the above

24. PEM provides the following servics :

(a) Encryption

O) Message digest

(c) Digital signature

(d) All of the above

and

(a)

(b)

P.T.O.
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2s. \ts.w.*.fr. sr qtrtrq t
(a) fsqdT +m <t{lr{+.t+d
(b) €fr{td{qi{m..{ctffid
(c) 6q6frfrcqiqwutffid
(d) B{<imiit*t$Tfi

26. u.rq{dr-f, _kd *tr qrlEq I

(a) (rs'Eiq*+fuq6+*-<{
(b) qo'tir* *'*r+*'*'qrd{
(c) \rn'dtr+ + H *{ qtrfr gfrcr

+trq
(d) s+i + +t ftT

27. I T{TGIIFT srqs-Hq 6qt
(a) fd
(b) fsw-
(c) fit-cr

(d) {ire{

{qrfc-d Esflqd d err+fiH E{i + frq
T{rfird ftFqr qri qtEIT EItFt

srf,mr t r

(a) *.frtr+
O) N(
(c) ffi
(d) E+me

zs. q6 E+z k{
orcrt r

(a) {'fr

t*a ar qtuur

(b) tuSst'rfi
(c) if-6
(d) dstu

30. S.w.fu*rqmaqt
(a) smi€+€ qt{

O) ffrqqr im Et{
(c) scltTq tG{ +{
(d) g1ql6rtriq +{

(6) 2169

25. SMTP means
(a) Simple Mail Transfer Protocol
(b) Service Mail Transfer Protocol
(c) Simple Message Transfer

Protocol
(d) None of the above

26. Firewall should be situated

(a) Inside a corporate network

(b) Outside a corPorate network

(c) Betwe.en a corporate network
and the outside word

(d) None of these

27. Firewall is a specialized form of a

(a) Bridge
O) Disk
(c) Printer
(d) Router

The trap set to
attacker is called as

(a) vPN
(b) Trapdoor

(c) Proxy

(d) Honeypot

attract potential

29. A packa filter
packets

(a) All
(b) No
(c) Some

(d) Alternate

examlnes

30. DMZ means

(a) Direct Mail Zone

O) Desigu Mail Zone

(c) Develop Mail Zone

(d) DemilitarizedZnne
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INTRODUCTION TO NETWORI( SECIJRITY AND
CRYPTOGRAPHY

Grqtfrastrq , *<dt 1

Time allowed : Three Hoursl

lerke aitr: 70

[Maximum Marks : 70

(2x5)

alT , (i) wFrwr qffi* PlqCdEE€f qfu+rarq{Fild r

Note : QuestionNo. I is compulsory, on$iler anyfive questionsfrom the remaining'

(ii) rdqcw#€qt wif atf,trqTqc-urraddfqq t

Solve all parts of a question cott'secutively ngether'

(iii) cd6rw mi 7+ ysCrnry #|aq r

Start each question on afreshpage'

(iv) Ehlrltwitd.r;araH dffiCafiqfi ;rlena?.qrqt t

Onty English version is vatid in case of difference in both the languages.

1. (i) \rs.qs.8.*.fi. (sHrTp) w qs.r'c.*.fi. (SMrP) trt+q ftfuq t

Write the full fonns of SHTTP and SMTP'

(ii) 'ifise srtry t emq wr srsfr t t
What do You mean bY Passive Attack ?

(iii)'!ugql' t emq wr qr*d t t
What do you understand by intnrsion ?

(iv) '+{ 2ffie trd 'qr{q{ 2ffi4 m dar t t
What is Plain text and ciPher text ?

(v) 'dq{ EtS' wr t r
What is Trojan Horse ?

fslqe 6mnrt6r quh dtqq nqr M trfsfqcfi EtaTqrr it rsrewnr avr 5k*.wt
frrsr+ntrdr r l
Describe Ditigal singnature and show how signing and verification of digital

signature is done.

(7) P'r'o'

2. (i)

2169
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(ii) gwr + 'i)fir& iIEIt '{T ffisqrvn' firdid d srgtti t

Explain integnty and Non-Repudiation principles of security. (6+6)

3. (i) Ef-61t +erfi aqr rd'r 61qrmr{+ r

Explain the creation and usage of cookies'

(i0 'firitp*ffi si{qtcii*rqsrd r

Explain the s5T nmetric key crysptography in short' (6+6)

4. (i) trqr qr{r{ u+*rylr il*.++. +t Tffa{ut tr6 sgr{+ t

Explain ceasar cipher substitution techniqueby gtving example.

(ii) S.qc.+s. +t sreqrun +t Hfir dlqq r

Discuss the concept of DMZ. (6+6)

5. (i) gan fuhtt (Security Approaches) $ qqgEt 
1

Explain S ecurity APProaches.

(ii) sr{a$ q€r+siffi t g{q{r H crq +1qfr t t
How is security achieved ttrough privacy Enhanced Mail ? 6+6)

6. (i) Rqkd qi qsqtffi t-+ ffi +HI,ii q a|+it or qolq ihifqq t

D€scribe the advantages and disadventages of symmetric and asymmetric key

crptography.
(ii) {M{fikdqt (ssr) 6t6l{quflat d srysr{t t

Explain the working of Secure Socket I-ayet (SSL). (ft6)

7 . (i) ttq sq+{e + firqiil +t taqil eifr{q t

Discuss the concept of message digest.

(ii) $rc{ era +. qrqt aqt {ftqrdi +r eu{q +lfrq r

Describe the advantages and limitations of firewall. (6+6)

8. firqqr{fuqffifldfisq:
Write short notes on the following :

(i) srfl'q ilqr *d
Virus and Worm

(ii) i*.5sur+*S
Pretty Good Privacy (6+6)


