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CS308/1T308 ROENO. : covcrvinireccennnncnn
2016
INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY
fratfa g : Yo der ) [rferpaw 3w : 30
Time allowed : %2 Hour] [Maximum Marks : 30

Fz: () @ uT afEr & v ade WA 1 AEHE |
Note : All Questions are compulsory and each question is of 1 mark.
(ii) 29 e F s gl @) Ry § sl s & w2
Only English version is valid in case of difference in both the languages.

1. et g A | W T ¥ 1. In computer security, means
fir e fren 9 dufa Faw afuga that computer system assets can be
parties ERI € G fofar <1 wepert & | modified only by authorized parties.
(a) Moftaar (a) Confidentiality
(b) FrEvS (b) Integrity
© (¢) Availability
@ ; (d) Authenticity

; 2. The principle of ensures that

2. =1 fogia grfaa & ¢ 7% prnciple ot S0
T & 3 f only the sender and the intended
&= Hﬁi PN ﬁ;&i N recipients have access to the contents

fee & | of a message.
(a) TR (a) Confidentiality
(b) ST (b) Authentication
(c) Evs ’ (¢) Integrity
(@) vE= T (d) Access control

M P.T.O.
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3.

THS rEveSal ¥ TEfua € |
(a) K crcr
(b) i
(c) U
(d) BHET

TREEHEFER ¥
(a) W=
(b) wEET
(c) Se=d
(d) IR HireaaT
el |, W9 WnEi Wit
T
(a) FsHa
(b) TR
(c) FWH A
(@) I A § B @

TH Ao & aferdt I % gRT
I T H W THAT € AqME T
Jeadh § IS 3 W |

(a) <™

(b) W

(c) T

(d ==

oG gue FTFEROTYEAE |
(a) wHITEOT

(b) HwER

(c) fmim

(d) Ttz

IR B Uh B s e
I § TRAERY ¥ g e 9 G Al
foum & g s €
(a) I TR
(b) FgE AH
(c) eHe T
(d) Wh AR

@

2169

The attack is related to
integrity.

(a) Interception

(b) Fabrication

(¢) Modification

(d) Interruption

Virus is a computer

(a) File

(b) Program

(c) Database

(d) Application software

In attacks, the message
contents are modified

(a) Passive

(b) Active

(c) Both of the above

(d) None of the above

A replicates itself by
creating its own copies, in order to
bring the network to a halt.

(a) Virus

(b) Worm

(c) Trojan horse

(d) Bomb

DOS attacks are caused by .
(a) Authentication

(b) Modification

(c) Fabrication

(d) Replay attacks

is a form of virus explicitly
designed to hide itself from detection
by antivirus software.

(a) Stealth virus

(b) Polymorphic virus
(¢) Parasitic virus

(d) Macro virus
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9.

10.

11.

12.

13.

T S EW AR T HE &G €, 39
F1 T Wl &

@) TS
(b) EWU IS
(c) SRIUIS
(d) 9w U

ifarag T % W 1 el 5 9 ¢
(a) WEUR

(b) FELUE

(c) HTUE

(@) faw e

AR R E REOIE W

(a) i faw

(b) i st

() e % w0 H I aw @
TR FHE

(d) IO H F HiE Tl

FHARE R o e e
(a) 61 9IS aEArh

(®) @zENdE

(c) THUERW

(d) T el W

T 29UE Y TEH ST § FHRT B
T Sl &

(a) TR

(b) fefrem

{c) Earariiag

(@ frewnive

&)

10.

11.

12.

13.

2169

The language that we commonly use
can be termed as

(a) Puretext
(b) Simple text
(¢c) Plain text
(d) Normal text

The codified language can be termed
as

(a) Clear text
(b) Unclear text
(¢) Code text
(d) Cipher text

Caesar cipher is an example of

(a) Substitution cipher
(b) Transposition cipher
(c) Substitution as
transposition cipher
(d) None of the above

well as

Vemnam cipher is also called as

(a) Rail fence technique
(b) One-time pad

(¢) Book cipher

(d) Running key cipher

Conversion of plain text into cipher
text is called as

() Encryption
(b) Decryption
(¢) Cryptography
(d) Cryptanalyst

P.T.O.
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14.

15.

16.

17.

18.

farepotl w1 o uie for@R ol Wil & g
& ®9 § g &l uiha & w9 | He S
g

(a) I G TFD

(b) HhR AEw

(c) WRIGUTHIAT UEHT

(d) UF & @ ufa R

| BuR T H T e wwm g g
TfFe B S ¥

() ¥ IER

(b) =H AEH

(c) T

(d) =g

" OR U8 H 0F A Uh
g ¥ e e s €
() TWWIER
() TE I
(c) ==
@) =&

W H @At @
mﬁamﬁ%ﬁvmmﬁmm%l
(a) T TR
(b) fehrem weife
(c) fFefsea forwmm
(d) I @ HiE T

st el fremw §

ifEt Jae enfia w3 % uia sEvEs
T

(@ 2

b 3

© 4

@ 5

@

14.

15.

16.

17.

18.

2169

The process of writing the text as
diagonals and reading it as sequence
of rows is called as

(a) Rail fence technique

(b) Caesar cipher

(¢) Mono-alphabetic cipher

(d) Homophonic substitution cipher

In one bit of plain text is
encrypted at a time.

(a) Stream cipher
(b) Block cipher
(c) Both

(d) None

In one block of plain text is
encrypted at a time.

(a) Stream cipher
(b) Block cipher
(¢) Both

(d) None

A is used to verify the
integrity of a message.

(a) Message digest

(b) Decryption algorithm
(c) Digital envelope

(d) None of the above

In asymmetric key cryptography,

keys are required per
communicating.
(@) 2
® 3
(c) 4
@ 5
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19.

20.

21.

22,

23.

24.

THUHTA. WA T
Fae fa |

(a) e WA, ead WA
(b) ERA WA, UREE WA
() s R, Wifas wa
(d) HeTh W@, SRS WA

SHTTP wfFraH YT W Bl
T

(a) IERA WA

(b) EIE /A

(c) e

(d) wifas W@

% fo

SET ® & ¥

gEfua & 1

(a) ISR & ora T TG/

M) Tefes sanr i weR

(c) VAT IRAR

(@ T | P Hee & ¥
S uGiES

e, & qaed §

(a) <RW Gy vidiHe
(b) ZiEu wiag mEewe
(c) <rEn faaR wewe
(d) eve R mwe

ER e Weidier FRT W
W IHRAE |

(a) W3

(b) drshuL

(c) TH/HIARTHS,

(d) ST it

H . Freafafiad et W= o €
(a) UARPEE

(b) WIS TN

() ofres e

(@) SWaT Tl

)

19.

20.

21.

22,

23.

24.
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SSL layer is located between
and

(a) Transport layer, Network layer

(b) Application layer, Transport
layer

(¢c) Data link layer, physical layer

(d) Network layer, Data link layer

SHTTP encrypts at the .
(a) Application layer
(b) Datalink layer

(¢) Transport layer
(d) Physical layer

The main purpose of SET is related to

(a) Secure communication between
browser

(b) Digital signature and server

(c) Message digest

(d) Secure credit card payment on
the internet

TSP means

(a) Time Service Protocol

(b) Transport Service Protocol
(¢) Time Signature Protocol
(d) Time Stamping Protocol

E-mail security can be achieved by
the protocols

(a) PEM protocol

(b) PGP protocol

(¢) S/MIME protocol
(d) All of the above

PEM provides the following services :
(a) Encryption
(b) Message digest
(¢) Digital signature
(d) All of the above
P.T.O.
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25.

26.

27.

28.

29.

30.

TH.UH A 0. & HaeE &
(a) Tooret O UwE M
(b) TR U JHE WAHA
(c) Tomrer 98 AW MetHiel
(d) IWEa § ¥ HiE T

wEEe  foa gt

(a) UH HUA F Aead F AT

(b) TH B & Aeash & TR

(c) UH &9t F Az AR et g
F g

() THIPETE

EERETA
(@ 9
b)) =
() Bz

d WX

T T fa99 T &

i Tl B 2Rt 3 & faw
it f&m SR T S
HEAT & |

(a) IR iReC

() TR

(o) Wt

(d)

& 19 e Y2 T qLteTor
FEAE |

(a) Wt

(b) ot =t &

) 3%

(d) dwuE

AT T AR &
(a) TEREE O S
(b) feotea va s
() I BSA A
(@) fefforgrst s

©)

25.

26.

27.

28.

29.

30.

2169

SMTP means .

(a) Simple Mail Transfer Protocol

(b) Service Mail Transfer Protocol

(c) Simple Message Transfer
Protocol

(d) None of the above

Firewall should be situated .
(a) Inside a corporate network
(b) Outside a corporate network

(c) Between a corporate network
and the outside word

(d) None of these

Firewall is a specialized form of a

(a) Bridge
(b) Disk

(c) Printer
(d) Router

The trap set to attract potential
attacker is called as

(a) VPN

(b) Trapdoor

(c) Proxy

(d) Honeypot

A packet filter examines
packets

(a) Al

(b) No

(c) Some

(d) Alternate

DMZ means

(a) Direct Mail Zone
(b) Design Mail Zone
(¢) Develop Mail Zone
(d) Demilitarized Zone
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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY
fratRa g dfiw e [aftrman 3w : 70
Time allowed : Three Hours] [Maximum Marks : 70

Fr: () eI SiEE 8, Wy 4 @ fal afer & ST AR |
Note : Question No. 1 is compulsory, answer any five questions from the remaining.
(ii) T qvT & qut TR i HHAR U G & BT |
Solve all parts of a question consecutively together.
(iti) T W H 7 g q AR B |
Start each question on a fresh page.
(v) T ot F s i @ Refr A sl argar 8w e
Only English version is valid in case of difference in both the languages.

1. () uwwuaAAR (SHTTP)w@ wwdd. (SMTP) F ¥ &Y fafEw |

Write the full forms of SHTTP and SMTP.

(i) <ife Hew J T FA GHA € 7
What do you mean by passive Attack ?

(iif) “ToLIT R 3T T T € 2
What do you understand by intrusion ?

(iv) @ 2T T IR I G082
What is plain text and cipher text ?

(v) SR R ?
What is Trojan Horse ? (2x5)
2. (@) mmmwmmm@%mmﬁmwm
fope WPR &icil € 2
Describe Ditigal singnature and show how signing and verification of digital
signature is done.

) P.T.0.
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(i)

3. (@)

(i)

4. @
(ii)
5. @)
(i)
6. (i)
(i1)
7. )

(i)

T & Ry T A Reglewer fagial = woRnEd |
Explain integrity and Non-Repudiation principles of security. (6+6)

FHI % T T T B THA |

Explain the creation and usage of cookies.

Fifes % feimmer # T8 7 e |

Explain the symmetric key crysptography in short. 6+6)

o TEHT TR T i IR JH TR |

Explain ceasar cipher substitution technique by giving example.

AunSE, F SR B faaw HT |

Discuss the concept of DMZ. (6+6)

g T (Security Approaches) =t TR |

Explain Security Approaches.

WA TETNE A @ YOI S W Hi A € ?

How is security achieved through privacy Enhanced Mail ? (6+6)

ot ve STt St BRie! & ol F #frE w5 avi BT |

Describe the advantages and disadventages of symmetric and asymmetric key
cryptography.

IR T ST (SSL) F TRV H gHnd |

Explain the working of Secure Socket Layer (SSL). (6+6)
T SR & fagia i faaem ST

Discuss the concept of message digest.

FT aifel & AT aUl WES S Gui ST |

Describe the advantages and limitations of firewall. (616)

8. frer w sty femfori fafiaw
Write short notes on the following :

@)

(i1)

I T &

Virus and Worm

W TS wast

Pretty Good Privacy (6+6)



