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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY

Tt = : 14 92 [aTreRam 37 : 70
Time allowed : 1%2 Hours | [Maximum Marks : 70
Pz. () RIS 8, 994 8 fhel @ & I g |

Note : Question No. 1 is compulsory, answer any TWO questions from the remaining.

(i) T FeT F G 9T F) FHHAR OF G & Fiford |
Solve all parts of a question consecutively together.
(iii) Y% 599 %) 79 98 & I Fiford |
Start each question on fresh page.
(v) @) TSI 3w 81 1 Rt § S SFaR @ 8 |

Only English version is valid in case of difference in both the languages.

1. () oheget guer &l uieniya i |

Define Computer Security.

i) TEvmEnER2 ?
What is Phishing ?

(iii) Tt 2F2 (Cipher Text) o aRTiya HIfC |
Define Cipher Text.

(iv) DO SR R B8 7

What is Message Digest ?

(v) SHTTP o1 qvf &9 ferfaq |
Write the full form of SHTTP. (4x5)

2. () g ¥ e aen smoftet g e |

Explain the Confidentiality and Authentication Principles of Security.

(if) eIt T TS |
Explain Cookies. (12%+12%)

(1 0f2) P.T.O.
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() o TE i  gEEE |
Explain Virus and Worm.
(i) BRI (Pharming) 3 ! G9TEY |
Explain Pharming attacks. (122+12%)
(i) dreht-TewEis Rmt w3 e & g |
Explain Poly-alphabetic Cipher with suitable example.
(i) YR PR TEASITE qeheTeh (Simple Columnar Transposition Technique)
fohel sepr el sheett 2 7 SaTeeeT & EHee |
How does Simple Columnar Transposition Technique work ? Explain with
example. (12%2+12Y%%)
() Em e H e & T |
Explain Stream Cipher with example.
(i) Tefree seanar guem wra ) # e T was § 7 9y |
How is Digital Signature helpful in achieving security ? Explain. (12%+12%)
(i) TT3H WIS Yieihia o gHEsd |
Explain the Time Stamping Protocol.
(ii) TCP/IP Wetehict shi 9Tdl ! GHIATSY |
Explain the layers of TCP/IP protocol. (12'4+12%)
(1) ﬁl‘ﬁﬁiﬁ E3 (Symmetric Key) fsheaiamdt =t geiy o gmemsa |
Explain Symmetric Key Cryptography in short.
(i) Tfeea T (Active X) Sheled sl THEEY |
Explain Active X controls. (12%4+12%)
e e s fefor R
Write short notes on the following :
(i) g EE
Trojan Horse
(i) e reew

Passive Attacks (12%+12%)



