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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY

fuita aua . fa @) [etfreRan 31 : 70
Time allowed : Three Hours] [Maximum Marks : 70

Pe: () ¥H T A 8, 99 5 8 fhl ura & I |
Note : Question No. 1 is compulsory, answer any FIVE questions from the remaining.
(ii) N F97 F G AT 1 FHAR TF 19 § Fitord |
Solve all parts of a question consecutively together.
(iii) Fe% 7 1 79 78 8 IR Filad |
Start each question on fresh page. _
(iv) @1 9TSTa 7 7R g7 @1 a7 38A 3gae & A= E |
Only English version is valid in case of difference in both the languages.
1. () HUIS G w1 T @ ?
Why is computer security necessary ?
(i) Afa s 1 ufefya il |
Define Passive Attack.
(iii) TSP RETEAIR ?
What is encryption 7
(iv) SET &1 i &9 feifan |
Write the full form of SET.
(v) RRES ! giniya i |
Define firewall. (2%5)

2. (@) AA-gfeuE g & faga i wmEsy |
Explain Non-repudiation principle of security.
(i) EAfafedt gran  fagia + Ty |
Explain availability principle of security. (6+6)

3. (i) SraTE! ! 6 TehR Ukt ST Hehdl & 7 SHSST |
How can viruses be prevented ? Explain.
(i) Sniffing T9H Spoofing ! FHITST |
Explain Sniffing and Spoofing. ' (6+6)
(10f2) P.T.O.
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(i)

(i)

@

(i)

@

(i)

Tt - Sewafes TG ! 3Fad IETET 8 THHATST |
Explain Mono-alphabetic Cipher with suitable example.
A9 gEw (a7 ey ) <t amese |

Explain Vernam Cipher (One Time Pad).

- fefreet e e YR 99 way dcfid foRd T @ 2 aEese |

How are Digital Signatures created and verified ? Explain.

AT T M GRS GHIEY | 3 e A i frfa |

Explain block and stream cipher. Write the differences between them.

TCP/IP <t faftra wagi &! wwasy |
Explain various layers of TCP/IP.
PEM % Ui %! GHFATST |

Explain the steps of PEM.

wrRETd 6 fRivars Ty SHist i ausEg |
Explain characteristics and limitations of Firewall.
e et wrRRETd ! g93sT |

Explain Packet Filter Firewall.

Frafafea w it fewfri fafeay -

Write short notes on the following :

®

(i)

fefam
Phishing
TYIA TIZAE T

Virtual Private Network

539

(6+6)

(6+6)

(6+6)

(6+6)

(6+6)



