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CI4001 1201 [ A ——————
May 2024
OPERATING SYSTEM SECURITIES

Fraffa w : 3 W9 [STeRaT 37 : 60
Time allowed : 3 Hours] [Maximum Marks : 60
. () FH-FEATEEAC Aog

Note : There are THREE sections in the paper A, B and C.

(ii) QFT T JIT &1 % G 10 977 3 IR ST | §% 9T T 37 FT & uF
Y 10 977 FGHG JFR F Fe & |

Answer all the 10 parts of the question No. 1 in Section A. Each part carries
one mark and all 10 parts have objective type questions.

(iii) QFT & & 8 991 7 @ 567 6 F971 & IR AT | 5% T97 3 3% FT 8 UF
57T 5 5T / 50 WG 4 IR GIore |

Answer any 6 questions out of the 8 questions in Section B. Each question
carries 3 marks and to be answered within 5 lines / 50 words.

(iv) QAT & 6 577 7 8 fosT 4 3971 & I GTT | 5% 97 8 37 FT 8 05
STHT 15 ST / 150 WGl 5 3T &orw |

Answer any 4 questions out of the 6 questions in Section C. Each question
carries 8 marks and to be answered within 15 lines / 150 words.

(v)  Fe AT & G T97) 1 FHAR T 1Y 5T Hor |
Solve all the questions of a section consecutively together.
(vi) g1 YTST3N 7 3R 817 1 1T 4 31 sgare 8 e 8 |

Only English version is valid in case of difference in both the languages.

WA - T
SECTION - A
1. () T=adasHasin g sy i ?
(a) ot (b) v
(c) IH=| (d) srEE
Which of the following is not the type of operating system ?
(a) Linux (b) Windows
(¢)  Unix (d) Bios

(10f4) P.T.O.
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o= 0 9 i a1 oy faauon g 7

(a) I3 & EESH (b) e

() TAHAW (d) 3I9UH ot
Which of the following is a Linux Distribution ?

(a) Red Hat enterprise (b) Fedora

(¢) Slackware (d) All of the above
IS B SR T TOISe e 2 |

(a / (b) !

(© ~ d &

Which represents the user Home directory ?

(a / (b) !

(© -~ d &

TS HIgeH i TSRl H & fordt Fora Hvg o671 o fepan ST 2 2
(a) THHEISAEIAR (b) e

(c) Tshe (d =

Which command is used to display compressed files ?

(a) MKdir (b)y WC

(c) ZCat (d) Paste

Teh 3UFITTehd! Ie TehErehT SUANT SHich fehiee A 1 S6e Tehdl & ?
(a) Heare (b) EiCegETE

(c) IITHATHEH (d) ST

A user can change the default login in shell using

(a) Chmod (b) chsh

(c) rmsh (d) tchsh

It fEpe i w1 €an w6 ford fora e o1 s fpn Siran @ ¢
(@) @ (b) ®e-TFE

(c) SEm (d) St

Which command is used to debug a shell script program ?
(a) Set (b) Set—x

(¢) debug (d) DB

313eYe G & fordl wgh wefieh 2

(a) < (b) §$

() > (@ ™

The symbol used for output redirection is

(a) < (b) $$

(o > (d ™
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(viii) T o @ el oo geen suestor i © 2

(a) A9 (b) T

(c) T (d) T A BE T

Which of the following is not Linux security tool ?

(a) NMap (b) Excel

(¢) Nikto (d) None of the above
(ix) I G HATE OS 1 7M™ Jeikia v & ford syaim frar sran g 2

(a) (b) Afr

(c) Ticd @ =

Which command is used to display the OS Name ?

(a) OS (b) Unix

(¢) Kernel (d) Uname

)

319 gt W fored wd fqvels wenfua o & forl
(a) B fIUes seiar Rt Rt forema Tenfua =t |
(b) B foreg 32eTel L Rt famele 3T Rt |
(©) §wad

(d) ¥ QB

To install windows & Linux on your computer

(a) install windows first then install Linux
(b) install Linux first then install windows

(c) not possible

(d) None of the above (1x10)
Qo — &t
SECTION-B
2. HAATATR 7 3Eh BT D! AHITEY |
What is Kernel ? Explain its works. ?3)

3. TR Mo Shl SATEAT i 3TN I8 el HH BT @ 7
Explain wire shark & how it works. 3

4. 9 Jeash gefid HavSy S g |

Explain 3 network related commands. 3)

5. Y16l Retei d 2

What are shell responsibilities ? 3)

P.T.O.
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6.

10.

11.

12

13.

14.

15.

ot wrse forem & Sl 1 9 |

Explain Linux file system works.

T AR 1 TS |

Define shell variable.

T Y& A & ford wurs ford |

Write command to start NMap.

et HHTS AT | 79 B SREe) hl yg=H HE i ?

How to identify your home directory in shell command line ?

JRH -
SECTION -C
Torerm TS e w1 @ 7 s9eh! famivad we faau ) s AR |

What is the Linux Operating System ? Explain its features & distributions.

TTTORAIEE G <hl TshaT ! THETSY d IYFNTehd! Y9I i TRETRE & |

Explain process of Metasploit framework. Define user administration.

TR o 38 TehIl hi ICTE01 Gigd GHeEmsy |

Explain malware and its type with example.

T I o ford 311 Ush ettt ShT 3Tl o |

Write a shell script which simulates a calculator.

=1 smTUEH  THETEY

(i) THREIITEAR (i) i

(i) dresegE (iv) S

Explain following commands :

(i) MKdir (i) CP (iii) Pwd (iv) Cal

3 fope 1 R 7 i Srliss ! 3reto giga awessd |

What is shell script ? Explain string comparison with example.
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