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DIGITAL FORENSICS
Puffa a3 W) [FAftrhan 31 : 60
Time allowed : 3 Hours] [Maximum Marks : 60
P () FEH-mAAATIEAG AeaHE |
Note : There are THREE sections in the paper A, B and C.
(i) QEA-Td g7 FEr ] & @ 10 9P F I Y | FeE 9T U 3 H1 8 0
@t 10 47T TGHE YR & T # 8 |

Answer all the 10 parts of the question no. 1 in Section-A. Each part carries
one mark and all 10 parts have objective type questions.

iii) Qa1 & 8 3w 4 G [ 6 gt & IR AT | §AF T 3 I FT 8 T
g1 5 I / 50 W=l 4 I e |

Answer any 6 questions out of the 8 questions in Section-B. Each question
carries 3 marks and to be answered within 5 lines / 50 words.

(iv) Q-8 % 6 71 7 4 fdl 4 got & e A0 | §AF T 8 3HF 18 W@
5737 15 187 / 150 W&l 4 I G |

Answer any 4 questions out of the 6 questions in Section-C. Each question
carries 8 marks and to be answered within 15 lines / 150 words.

(v) G GF % Y YT 5 HHAR T 1Y E BT |
Solve all the questions of a section consecutively together.
(vi) ﬁ#wﬁﬁmﬁ#aﬁ@ﬁﬁﬁﬂ?mzﬁm? /

Only English version is valid in case of difference in both the languages.

A -7
SECTION — A
L () fefoee withe s gl 8 -
(a) 9 =afad S TTgE I & Hl 2 |
(b) a7 =afaa i fefereet feamga @ 2 |
(c) o afd S Je@rEe S |

(d) I HH HIg T8I
(10f 4) P.T.O.
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A digital forensic investigator is

(a) A person who solves cyber crimes
(b) A person who builds digital device
(¢c) A person who builds websites

(d) None of the above

A -argeE &1 I9F fohan S 2

(a) eifea wger 79 & fog (b) THI HT3A B & ferw
(c) darE & &M & foag (d) I | § g TE

Anti-Virus software is used for

(a) to create video files (b) to remove text files
(¢c) toremove virus (d) None of the above
(iii) =43 feg dmmme s wmAnsa & oo fFm s asa 2 ¢
(a) www.facebook.com (b)  www.google.co.in
(¢) www.microsoft.com (d) www.irctc.co.in
Which of the following website can be used for chatting ?
(a) www.facebook.com (b)  www.google.co.in
(¢) www.microsoft.com (d) www.irctc.co.in
o= o | et aeie dramge wife & fore g o 9@ <t w2 2
(a) CDMA (b) GSM
(¢) TDMA (dy HTML
Which of the following technology is not used for Mobile calling ?
(a) CDMA (b) GSM
(c) TDMA (d) HTML
I 3TaeRT B = 8 S 2, a b Ta  wEm 3 % | e e
(a) SIM T (b) IMEI &@&n
(¢c) Display @& (d) Iutiga g+t
If your phone gets stolen, which number is used for tracking ?
(a) SIM Number (b) IMEI Number
(¢) Display Number (d) All of the above
FAIIE HYfen 2

(vi)

(a) TS 1 ITAM Fd §U HYfen H1d

(b) Fgfen daeh Fanai i erie smuria e
(c) Wi &1 T

(d) a9 51 i yrafEn

Cloud computing is
(a) computing work using water (b) delivery of computing services on Internet
(c) delivery of food (d) processing of rain water
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(vii) WiET3e GG

(a) wiaTser feamga & fefors we vwhaa #w
(b) HiaTge il HOHA HEHT

(c) wramEe aifeast &1 fmifo &

(d) wrarge e feefte &

Mobile forensics is

(a) recovery of digital evidence from a mobile device
(b) repairing of mobile

(c) creating mobile software

(d) deleting data from mobile

(viii)mﬁmmﬁmm%mmmmm?

(a) fefea@@@uEbasa  (b) U g RE &
(c) Uiftheh IS H ITMFAT  (d) IqTrad | | HIg AR
What we can do to ensure that a cyber crime is proved in court ?

(a) Gather digital evidence (b) Install anti-virus
(c) Using graphics card (d) None of the above

(ix) faferdfifemman? ?

(x)

(a) HTAATEA Goe Jeafd dearge

(b) FAeTE dfehn daETEE

(c) HAeisa favama (Encyclopedia)

(@) I i EwE T

What is Wikipedia ?

(a) Online social networking website

(b) Online banking website

(¢) Online encyclopedia

(d) None of the above
aﬁﬁméaﬁiﬁﬂ%ﬁmﬁmﬁﬁﬁmamwmﬁmmm% ?

(a) TETE e (b)
(c) %P (d) vt asft
Which of the following website can be used for online web conferencing ?
(a) google meet (b) zoom
(c) skype (d) All of the above (1x10)
Yo —
SECTION -B

5 “fife aEa” WIeg il sared i |

Explain the term “Forensic Science”. (3)

3. “drag drR” (P2P) & 39 F1 HHEA R 7
What is Peer-to-Peer (P2P) ? 3)

P.T.O.
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10.

11.

12,

13.

14.

15.

g 39w fafafy £ st we U] %) gers § H8 §eg B aHdl 2 ¢

How checking search engine activity can help in solving cyber crimes ?

wiiiferes fefa frefoorn gorreft (St o) & smen # |
Explain Geographic Positioning Systems (GPS).

“IYpTegaEt UE U AfdE” | HIY 991 qued & 7

What do you understand by “Infrastructure as a service™ ?

3 %1 3 faig # 2 witferes feaid foraa s srava wfte fopan s =fee 2

What are the points which must be included while writing a forensics report ?

7389
)

3)

3

(3)

(3)

fafiy= dreret Hife % an o gard J@l U T1gat ST 1 B i I H HhaT 2 |

Explain the different social media where a cyber criminal can try to attack.

Hrga HiiTaeE & TRHE § “Hed 72 " 310 = 2 7

In context of cyber forensics, what do you understand by “destroying evidence™ ?

Y — 9t
SECTION - C
fefes witfas 6 FrEwTe % fHgd H s+t |

Explain the working principles of digital forensics practice.

fefsest Sitfas T Beaat 31 aTE & Tl ) SJTEd & |

Explain the effects of Malware and viruses on digital forensics.

HraTd Bt § wifas g gafaai & e w

Describe forensic challenges in mobile forensics.

FAT3E % GUaaT AT <hl SATEAT |
Explain security benefits of cloud.

frdré foraa wwa for aral o e Tan =Tfae 7 39 aviA SIS |

Describe the considerations which must be taken during writing a report.

-t 3 fere s # fere i areft wizwmnai 6 smen #:
Explain the methods used for Anti-Forensics.

(3)

(3)

®)

®)

(8)

(8)

(8)

(8)



