-

No. of Printed Pages : 4

-

0

CB/C13002 R ———
Nov. 2022
INFORMATION SECURITY

fruifa o . 392) (FAftrman 3 - 60
Time allowed : 3 Hours| [Maximum Marks : 60
e () FHA-FAATGEAG fea

Note : There are THREE sections in the paper A, B and C.

(ii) QT CH X GG 1 F G 10 97T & I GIAT | Y% 7T Qb 3% H1 8 U
@t 10 577 FEGIE 9FR F T F 8 |

Answer all the 10 parts of the question Ne. 1 in Section A. Each part carries
one mark and all 10 parts have objective type questions.

iii) QT F 8 ¥¥A 4 8 [T 6 WA & I HAC | FF ¥ 3 3% F 2
#7H71 5 1% / 50 wi&gl 7 3 v |

Answer any 6 questions out of the 8 questions in Section B. Each question
carries 3 marks and to be answered within 5 lines / 50 words.

(iv) QWA F 6 v T @ 81 4 Yo & I AT | FAF T 8 IF F 8 W@
g7%7 15 15T / 150 W&l 7 3w e |

Answer any 4 questions out of the 6 questions in Section C. Each question
carries 8 marks and to be answered within 15 lines / 150 words.

(v) ¥eI% B F G 59 1 FHAR TF G & HIA |

Solve all the questions of a section consecutively together.
(vi) @l yTIs 7 i 8 # Rl 7§ S sars @ 8 |

Only English version is valid in case of difference in both the languages.

JHH -7
SECTION - A
1. @) m.m.q.m%m,ﬁqﬁéaﬁ:maamﬁqﬁmm%?
(a) HiAheufuad (b) 3
(c) araf=fad (d) IEdfafad

According to the CIA traid, which of the below mentioned element is not
considered in the traid ?
(a) Confidentiality (b) Integrity

(¢) Authenticity (d) Availability
r (1 0f 4) P.T.O.
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(i)

(i)

(iv)

(v)

(vi)

AT 3162 &1 IYFIT FAd 2 a1 391 37 2 f6 319 3199 21 i fegaets
EHHEIRE |

(a) IABSIIOA (b) AU

(c) Aiedfehom (d) sEafafad

When you use the word it means you are protecting your data from
getting disclosed.

(a) Confidentiality (b) Integrity

(¢) Authentication (d) Awvailability

Herdg? 1 Haoid 2

(a) HeIdH FREGH (b) HeHE HiFeaTL

(c) Afafyg giwam (d) Hrem $t @

Malware stands for

(a) Multipurpose software (b) Malfunctioned software
(¢) Malicious software (d) Malfunctioning of security

€1.€}.371.u9. & Haed 2

(a) o fefgem s et (b) fecdeps feme i afda

(c) o fefiogmm siwafda (d) fedieges femga 1w |

DDOS stands for

(a) Direct Distribution of Server (b)  Distributed Denial of Service

(¢) Direct Distribution of Service (d) Distributed Denial of Server

frafafaa 3 @ f5a swiom faenfid 22fas wm 8 mive e smom 2

(a) fifom arddm wie & ford fafada

(b) wfass & saraaifas vl &1 favemo

(¢) F= g ufErsnaT & for s fafeat

(d) Hen faum & for anfife sode e

Which of the following would be included in an information security strategic
lan ?

?a) Specification for Planned Hardware Purchase

(b) Analysis of Future Business Objectives

(¢c) Target dates for information Security Projects

(d) Annual budgetary targets for the security department

7z gfafvaa @ & ford for fopelt dmaa 6 amae Aifa g 2 38 1 7@ vem 53
BT : IAH T gfeehe, 3

(a) & 9 UfERRE @ (b) o8 e e &

(c) TwE-THE R uiafdd aFT=fed |(d)  geen wenEE g afa

To ensure that an organization’s is password policy is effective, it must provide
two key elements : difficult to guess, and

(a) Be encrypted at all times (b) Contains a no. of characters

(¢c) Must be change periodically (d) Controlled by Security Administration
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(vii) WRRETA Jedh il St ST 2 S AT 4eash H Yo R 2 41 el @ 2 |

(ix)

(a) 3 el ITARTHAL (b) 3USH
(c) whaEH (d) SadHe
Firewall examines each _ that are entering or leaving the internal network.
(a) email users (b) updates
(¢) connections (d) data packets
(viii) Ush 3unTeRT <t st nfafafi %1 g awar 2
(a) EEA (b) UlETEE
(¢) FhiteI Hig (d) e,
A can hide a user’s browsing activity.
(a) Firewall (b)  Antivirus
(¢) Incognito mode (d) VPN
A W oA i T v A wrey 7 aftafda fema st 2, @138 FERIACE |
(a) TeAHFL (b) TRz
(c) fawizs= (d) fawazae
When a plain text is converted to unreadable format, it is termed as
(a) Rotten text (b) Raw text
(¢) Cipher text (d) Ciphen text

(x) Fremfes veifen nfordia veifen @ smonfa €a # = 3 Yeifen 3 %
giftra afada & ferd &1 3T A £ |
(a) T il (b) =Tl HEFA
(c) UB-3AM (d) #Fvsh Ff
Cryptographic algorithms are based on mathematical algorithms where these
algorithms use ___ for a secure transmission of data.
(a) secret key (b) external program
(¢) add-on (d) secondary key (1x10)

Jar — &t
SECTION -B
2. AN GETHR 7
What is Information Security ? (3)

3. gEA1 YUTelt &% geh T E 7

What are the components of an information system ? 3)

4. 92 FN Ik W HAR 7
What is the difference between threat and attack ? (3)

PTG
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3.

10.

11.

12.

13.

14.

13

AT g Hifa 1 ufeafya &1

Define Information Security Policy. (3)

ferveraeta Seah, wrrater 3t sifvasHia Jead: & e fafie gau #n2 7

What is the typical relationship among the trusted network, firewall & untrusted

network ? (3)
31$. 2. dtum. 1 ity it |
Define IDPS ? (3)
e w2 7
What is cryptography ? (3)
fefsrea aféfhere sin fefires fortan & @ sim 2 7
What is the difference between Digital Certificate and Digital Signatures ? 3)
oy -t

SECTION - C _
witfarss geam 1 afvafya &t | sitfees s (uam) WitieTa $ s w5 |
Define Physical Security ? Explain physical access protocol. (8)
1.0, U5, UH. Fra Aisel i samedn i |
Explain CNSS security modal. (8)
L& i ) afeTied o @ 36 nee (Ped) @1 angnd |
Define Security planning and explain its standard. (8)
THIHA g Aeash H! T |
Explain Virtual Private Network. (8)

U TR 7 'H quan I Savashal 41 w2l £ 7
What is Security ? Why we need security ? (8)

faw 2o 1 afvarfya Hifsd 9 e Aoz, afeezem faw stz fre 3§ s
qargd |

Define cipher text. Explain difference between cipher methods, substitution cipher and
transposition cipher. (8)

[



