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cb' O sw-wfi#daqgr?q"P?dl
Nole : There are THREE sections in the paper A, B and C.

(ii) Cnrcqdvrrbr t *a*n qqtl*firdfus tvA6ww3i6 -/dr{
e*ru qnWfrtr+n#rsl*dr
Answer all the I0 parts of the question No. I in Scction A. Fach part canies
one mark and oll I0 parts have obiective We questions.

(iii) iltf,rf-+s vrntdffi6 vryl*3d(ilfrs 1sdqvfl3 smarl<'a
14st s ilf+ / so Wl I zar flfrq t
Answer any 6 queslions out of the E questions in Section B. Each question

canies 3 marl<s ond lo be answered within 5 lines / 50 words.

(iv) &rll*r vnl I t ffi t vsI* rar a?fuc 1 efia tw s ;r+ rr I q'a

fit$t ts dtilc / Iso Wll ar dfuS r
Answer any I queslions out of lhe 6 questions in Seclion C. Each queslion

corries t marks and lo be answered within 15 lincs / 150 words'

(v) v*6 Adrq * afi vnl ol weq qq atE dd Afuq t
Solve all the questions ofo section conseculively together'

(vi) alif ,tq3i I sa 6n I fuh I :nffi qER fr 474 ? t

Onty English v.ersion is valid in case of difierence in both the longuages'

t<n-q
SECTION-A

l. (r) m.eni.q. Ere-s* ugen, fteltclaura-eprsi+fr qrrrcrdli i
●)… (b) iaft-a
(C) 
―

                    (d) 

…According to the CIAむ譴d,Which Of the beloW mentioned elernent is not

considered in thc trald?

(a) COnfldcntiality

(c) Authenticiw

(b)Inに頭 ty
(d) Availabillty
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tii)頭 J円 __西 嘔 司 W前 顆 計i命 尋。ぃ:鎌fさ ヽ a「T3哺 ね 論
―

爺含qЧ itil

(a)  

―

                             (b)  そヽnf】り,

(C)  3ギ‖】R」キ買「
■                  (d)  OraRキ fキf訥に,

When you use the word_______it ineans you are protecting your data frorn

getting disciosed.

(a) COnfldentiality        (b) Integnty
(c) Authentication        (d) Avttlability

(lii)~可1・lquqさ
(→  環』い綺せ` 貴瞑     (b)… 赫

(c)爺櫛硼 赫趙瞑    (d)s"l論 琢浦
Malwarc stands for

(a)MulJpupose sonware  (b)Mal釉¨饉Oned sonware
(C)MaliCiOus somare   (d)Malfunc」 Oning of s∝ urity

(V)00・ハ・璽。爾 Hduqさ

o― t磁甲 前 薇 o帥 泰 諭 赫 満

0轟
―
赫 満 0-師 in薇

DDOS stands for

(a) Direct Distribu● on ofScrvcr(b) DistFibuted Dcnial ofService

(c) Diet Dis巨 buttm oFSmicc(d) Dis面 buted Denial of Scrver

(V)い うや斜含F輛心口 Rttm蔵電脚飾弔Ч H督Ⅶ缶研偽面 Ч:マ :l?

(a)f洒稔轟u畿環uヒヽR檎合衛和

0)爺 回き赫 薇面司輸

(C)ヽ暉"Is"l赫 昴希舗 研輌鸞南耐
(d)3珊師 ｀舗 誦漱、ョ隠抽 7昭
Ⅷ ch of the following would bc included in an infol11.ation secunty strategic
plan?

(O SpeCiiCation for Plamed Hardwarc Purchase

(b)Analysis oFFuture Business OЦ∝t市es

(C)Target dates for infomation S∝ urity ProiectS

(d)Amual budgee targets forthe secwity depanment

い)褒゛籐日・哺 ｀舗 ヽ簡 赫 奇 甲配 綸 ,師ntna雨 可"¶.載
罰 :_o・Ⅲ動 ,爺
(a)蒸。Hq f漱≧t    (b)調帯漁Rl面にぎ
0 劇 H―翻 環 喩 誦 hiH司 い :(d)ぃ 即 :XttN■ 1"論

To ensure that an organization's is password policy is efFective,it must pro宙 dc

two key elements:dif「lcult to guess,and

(a)BC encrypted at ditimes  o)COn面 ns a no.ofcharacにぉ

(C) MuSt be change penodically(d) COntr011ed by Security Administration
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(vii) sTq(sfdY*s
(a) i+dsrdrs-dt
(c) 6+fl1
Firewall examines each

(a) email users

(c) connections

(宙‖)R弔赫 論可蒲・
η輛冷論T「ぃ。:さ
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諭論 颯dlミ奇赫 濡希1,両取tき可絲潤til
0)研 念

“(d) さに11訥z

that are entenng or leaving the intemd network

(b) updates

(d) data packets

(a) Sr{[dIl?I

(c) {4ffit+s

(a) Firewall
(c) Incognito mode

(a) rfut€
(c) fuutt€

(a) secret key
(c) add-on

(b) czt{r{Its
(d) d.fi.qa.

can hide a user's browsing activity.

( ix ) e-< *< lre o] fr+ q-d *e vrsq it qRsH-d ftqr qrdr i, fr st +-aqmrt r

(a) Rotten text

(C) Cipher text

。)…
…

赫

gfqdcH"+frTi
(a) g'd:id
(c) ts{m{

響ヨlT輌憫lt?

hatis lnfo"nation Secunty?

響ヨ:平輛論｀ЧC●で可き?

What are the components ofan infol11lation system?

た 3れゴhi"1漁さ?
Whatis the difFerence between」hにatand amck?

(b)Ant市 ims

(d) VPN

(b) rik
(d) fttat€

(b) Raw text
(d) Ciphen text

qFilkfl c{ srqtkd fi I qd n QFfrkfr +cr *
urscfrqfiel t

O) cr$6r+fic
(d) a+rgfr{d}

When a plain text is converted to unreadable format. it is termed as

Cryptographic algorithms are based on mathematical algorithms where ther
algorithms usc for a secure transmission of data

(b) extemal progmm
(d) secondary key

t{R-t
SECTION-B

(lX10)

(3)

(3)

P.T.0.

(3)

，
Ｄ
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5.響 ■lぴ罰・nR論赫 ギ l

Deflne lnfollllation Security Policy
(3)

6 録 爛 崎 齢 ,赫 象 謙腋 繭 油 ホヽ 薇 師滝R油可 さ?
What is the typical relationship amOng the msted netwOrk,■ rewdi&lmtrusted
network?

(3)

7.ボ .コ .■ .甲.哺哺誦 ヽ 翻 い |

Deine IDPS?
(3)

8  赫 引 :ミ ?

Whatis cryptography?
(3)

9. 赫 d商ばれ3献赫 衡奇弧青甲蒻計豪き?
hatis the dirercnce beneen Digital Ceniflcate and Digital Signatures?      (3)

れ輌―論
SECr10N― C

lo.漏 蓼輌論 喩翻漏 讀 1晰活 師満■(甲油 )― 諭
"lul載

:

Derlne Physical S∝urity?Explain physical access protocol.              (8)

H 哺.暉.w.w.脚 派轟 命 Чlul讀 |

Explain CNSS tturity mOdal.
(8)

12.3珊赫 論赫 讀可軍希 H日ゃ(せ配)論平印哺 :

Derme Secwity plming and explain its standard.                   (8)

13.電編 哺 温 論ml
Explan virtual PFiVate Nemork.

(8)

14.s":引 :さ ?ぎ蓼罰諭aHョゃ。:w‐iでmt?
Whatヽ Securiサ ?Why We need sec面け?              (3)

15負ΠRむ釈記論赫 毒誦ミa可食Πtt n幅 ,マ預通瞑即日食調R Jk… 食N瞑 l JRπ
赫 l

Deine cipher text Explain difFerence bemcen cipher methOds,substitutiOn cipher and

transpOsitiOn cipher.                                                   (8)


